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1 Foreword   1 رّهُذ 

  
Jordan Government is committed to enhancee its 

cyber security and, with the publication of its 

National Information Assurance and Cyber Security 

Strategy (NIACSS) in 2012, to set out its priorities 

for cyber security for Government, business and 

citizens. Now is the time to review our progress 

against delivery of the five strategic objectives 

established in the NIACSS and to establish priorities 

for the next five years in the context of the evolving 

cyber security threat and the evolution of our 

strategy. 

طغؼ٠ كٌٞٓش حٌُِٔٔش حلأسد٤ٗش حُٜخش٤ٔش ا٠ُ طؼض٣ض أٜٓ٘خ  

ٖٓ خلاٍ ٗشش حلاعظشحط٤ـ٤ش  -حُغ٤زشح٢ٗ، ٝهذ ػِٔض 

حُٞؽ٤٘ش ُؼٔخٕ أٖٓ حُٔؼِٞٓخص ٝحلأٖٓ حُغ٤زشح٢ٗ 

(NIACSS ُِّؼخ )خٕ أ٣ُٞٝخص حلأٖٓ ػ٠ِ ر٤ -2102

حُغ٤زشح٢ٗ عٞحء ُِلٌٞٓش أٝ ُز٤جخص حلأػٔخٍ أٝ 

ُِٔٞحؽ٤ٖ٘، ٝهذ كخٕ حُٞهض ُٔشحؿؼش ٓخ طْ اكشحصٙ ٖٓ 

طوذّ ك٢ طلو٤ن حلأٛذحف حلاعظشحط٤ـ٤ش حُخٔغش حُٞحسدس 

ٝٓٞحطِش حُـٜٞد ٗلٞ ك٢ حلاعظشحط٤ـ٤ش حُٔزًٞسس، 

أ٣ُٞٝخطٜخ  حلأ٣ُٞٝخص  ٝطلذ٣ذ طلو٤ن ٛزٙ حلأٛذحف

حص حُخٔظ حُوخدٓش ػ٠ِ ػٞء حُظٜذ٣ذحص حُغ٤زشح٤ٗش ُِغ٘ٞ

ٝػ٠ِ ػٞء ططٞس حُغ٤خعخص   حُظ٢ طضدحد ططٞسح  

 حُل٤ٌٓٞش.

  

  The rapid growth of the internet and digital 

technology present significant opportunities for 

Jordan, both nationally and internationally, and 

underpin our growth. The digital world supports the 

prosperity agenda through social mobility and 

inclusion, access to key services and education, job 

creation and wealth, economic growth and 

investment. 

 
ُٔطشّد ُِظٌُ٘ٞٞؿ٤خ حُشه٤ٔش ٝحلإٗظشٗض كشطخ   ٣ٞكش حُ٘ٔٞ حُ

٣ش ُِظطٞس ك٢ حٌُِٔٔش ػ٠ِ حُظؼ٤ذ٣ٖ حُٔل٢ِ ؿٞٛش

ك٤غ ٣ذػْ حُؼخُْ  ٖٓ  ٗٔٞٗخ.ٝحُذ٢ُٝ، ًٔخ ٣ٝللض 

طؼض٣ض   ٖٓ خلاٍ ٝ حلاصدٛخس حُشه٢ٔ خطؾ حُظطٞس 

ا٠ُ حُخذٓخص  حُٞطٍٞٝاطخكش حُٔـظٔؼ٢ حلإدٓخؽ 

ٝطٞك٤ش كشص حُؼَٔ ٝحُٞكشس ٝحُ٘ٔٞ   حلأعخع٤ش ٝحُظؼ٤ِْ

 حلاهظظخد١ ٝحلاعظؼٔخس.

  

  However, an information society with critical e-

services cannot exist without effective cyber 

security. National Cyberspace is a modern 

environment that needs systematic and 

comprehensive protection at international, national, 

sector, organisation and individual levels. 

 
 ٣ظغْ رظٞكش  ٝٓغ رُي لا ٣ٌٖٔ إٔ ٣٘شؤ ٓـظٔغ ٓؼِٞٓخص

حُخذٓخص حلإٌُظش٤ٗٝش دٕٝ ٝؿٞد أٖٓ ع٤زشح٢ٗ كؼخٍ، 

كخُلؼخء حُغ٤زشح٢ٗ حُٞؽ٢٘ ٣ؼُذَّ ر٤جش ػظش٣ش طظطِذ 

ٝشخِٓش ػ٠ِ حُٔغظٟٞ حُذ٢ُٝ ٝحُٔل٢ِ  ٜٓٔ٘ـشكٔخ٣ش 

 ٝحُوطخػ٢ ًٝزُي ػ٠ِ ٓغظٟٞ حُٔئعغش ٝحُلشد. 

  

  Securing National information assets is vital to us 

making the best use of such opportunities and for 

ensuring that cyber space, as it relates to Jordan, is a 

safe place for those already living and working here 

and attracts new investors and business 

opportunities. 

 
ؼذّ ٣ٝػ٤ِٚ؛ كبٕ كٔخ٣ش حلأطٍٞ حُٔؼِٞٓخط٤ش ك٢ حٌُِٔٔش 

ٖٓ ٓؼَ ٛزٙ حُوظٟٞ  حلاعظلخدس ُظلو٤ن أٓشح  رخُؾ حلأ٤ٔٛش

 آٖٓ حُلؼخء حُغ٤زشح٢ٗ ك٢ حٌُِٔٔشإٔ حُلشص، ُٝؼٔخٕ 

ٔغظؼٔش٣ٖ حُـذد حُـزد ٝ ٌَُُ ٖٓ ٣ؼَٔ ٣ٝو٤ْ ك٤ٜخ، 

 كشص حعظؼٔخس٣ش ؿذ٣ذس. ٝحعظلذحع

  

  Since these increased opportunities present new and 

challenging threats to national cyber security. We 

must ensure that we tackle these threats effectively 

in a way that makes best use of our existing 

capabilities and resources, whilst delivering 

sustainable sovereign capabilities through the 

development of our resources. 

 

ٖٓ ُلأ ؿذ٣ذس طلذ٣خص  ط٘شتٝلإٔ ٛزٙ حُلشص حُٔظضح٣ذس 

حُغ٤زشح٢ٗ، ك٤ـذ ػ٤ِ٘خ ػٔخٕ ٓؼخُـش ًَ طلذٍ ٖٓ ٛزٙ 

حلاعظـلاٍ حلأٓؼَ ُوذسحط٘خ  لون٣حُظلذ٣خص رلؼخ٤ُش ٝرشٌَ 

ٝٓٞحسدٗخ حُلخ٤ُش، ٓغ طٞك٤ش آٌخ٤ٗخص ع٤خد٣ش ٓغظذحٓش 

 ٖٓ خلاٍ طط٣ٞش ٓٞحسدٗخ.

  

  The national cyber security strategy recognises that 

its success depends on effective and long-term 

commitment from the Government, the private 

sector and citizens with basic cyber hygiene being 

relevant to boardroom and home alike. Education is 

critical to this understanding and academia has an 

important role to play in equipping Jordanians to 

keep themselves safe online and to ensure that we 

have the right people with the right skills protecting 

our national security and prosperity from those who 

would seek to do us harm. 

 
٣ؼظٔذ ٗـخف حلاعظشحط٤ـ٤ش حُٞؽ٤٘ش ُلأٖٓ حُغ٤زشح٢ٗ ػ٠ِ 

حلاُظضحّ حُلؼخٍ ٖٓ هزَ حُلٌٞٓش ٝحُوطخع حُخخص 

ػ٠ِ حُٔذٟ حُزؼ٤ذ  ٝحُٔٞحؽ٤ٖ٘ رؤعظ حُغلآش حُغ٤زشح٤ٗش

ك٢ ٓٞحهغ حُؼَٔ ٝك٢ حُٔ٘خصٍ ػ٠ِ كذ عٞحء.  ٝػ٤ِٚ، 

كبٕ ٗشش حُٞػ٢ رٜزح حُٔلّٜٞ ٣ؼظزش أٓشح  ك٢ ؿخ٣ش 

ك٢  خ  سث٤غ٤ دٝسح   وطخع حلأًخد٢ٔ٣ًٔخ  ٣ِؼذ حُ حلأ٤ٔٛش

حُظؤ٤َٛ ػ٠ِ أعخ٤ُذ حُلٔخ٣ش ك٢ ر٤جش حلإٗظشٗض ٝػٔخٕ 

صٓش ُلٔخ٣ش كظٍٞ حٌُٞحدس حُزشش٣ش ػ٠ِ حلإٌٓخ٤ٗخص حُلا

حلأٖٓ حُٞؽ٢٘ ٝحلإٗـخصحص حُٞؽ٤٘ش ك٢ ٓٞحؿٜش ًَ ٖٓ 

 ٣غظٜذف حلإػشحس رٜٔخ.

  

  This National Cyber Security Strategy 2018-2023 

sets out how Government is going to achieve this 

vision. 

 
 – 2108طلذد حلاعظشحط٤ـ٤ش حُٞؽ٤٘ش ُلأٖٓ حُغ٤زشح٢ٗ 

 .حُٔ٘ٞؽش رخُلٌٞٓش ُظلو٤ن ٛزٙ حُشإ٣شحلأدٝحس  2122
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2  Introduction   2 اٌّمذِخ 

  This National Cyber Security Strategy (NCSS) 

covering the period to 2023 provides a summary of 

the progress made against the delivery of the 

objectives set out in 2012 and considers how 

current trends in cyber threats indicate a more 

robust national approach to the governance of 

cyber security is required. 

 
ٝحُظ٢ ,حلاعظشحط٤ـ٤ش حُٞؽ٤٘ش ُلأٖٓ حُغ٤زشح٢ٗ  إ ٛزٙ

ٔخ طْ عظغظؼشع ِٓخظخ  ػ ،2122كظ٠ ػخّ عظغش١ 

ك٢ ٝػؼٜخ اكشحصٙ ٖٓ طوذّ ك٢ طلو٤ن حلأٛذحف حُظ٢ طْ 

ظئًذ ػ٠ِ إٔ حطـخٛخص حُظٜذ٣ذحص ُ، 2102ٝحُؼخّ 

حُغ٤زشح٤ٗش حُلخ٤ُش طظطِذ طٞؿٜخ  ٝؽ٤٘خ  أًؼش كضٓخ  رٜذف 

 حلأٖٓ حُغ٤زشح٢ٗ. كًٞٔشػٔخٕ 

  

  
The use of Cyberspace is transforming business, 

making it more efficient and effective. It is opening 

up new markets, allowing commerce to take place 

at lower cost and enabling people to do business on 

the move. It has promoted fresh thinking, 

innovative business models and new sources of 

growth and business opportunity for established 

enterprise and emerging entrepreneurs alike. It 

enables companies to provide a better, cheaper and 

more convenient shopping experience to customers. 

It also helps individuals to shop around, compare 

prices and find the best choice. 

 
ٖ حعظـلاٍ حُلؼخء حُغ٤زشح٢ٗ  ٌِّ طط٣ٞش حلأػٔخٍ  ك٣٢ُٔ

ٝص٣خدس كؼخ٤ُظٜخ ًٝلخءطٜخ، كٜٞ ٣ئد١ ا٠ُ كظق أعٞحم 

ؿذ٣ذس ٣ٝظ٤ق ٓضحُٝش حلأػٔخٍ حُظـخس٣ش رظٌخ٤ُق أهَ، ٝدٕٝ 

ػضص حُلؼخء حُغ٤زشح٢ٗ . ًٔخ حلاسطزخؽ رٌٔخٕ ٓلذد

آٌخ٤ٗخص خِن حلأكٌخس حُـذ٣ذس ٝحػظٔخد ٗٔخرؽ أػٔخٍ 

كشطخ  ؿذ٣ذس ُِ٘ٔٞ ُٝٔضحُٝش حلأػٔخٍ ٝٝكش حرظٌخس٣ش، 

عٞحء رخُ٘غزش ُِٔشخس٣غ حُوخثٔش أٝ حُـذ٣ذس، ٝٛٞ  حُظـخس٣ش

أ٣ؼخ  ٣غٔق ُِششًخص رظلغ٤ٖ طـشرش حُظغٞم حُظ٢ طوذٜٓخ 

ػ٠ِ  حلاكشحدا٠ُ صرخثٜ٘خ ٝطو٤َِ ًِلظٜخ، ًٔخ ٣ٝغخػذ 

حلإكخؽش رٌخكش حُؼشٝع حُٔظخكش ٝٓوخسٗش حلأعؼخس 

ٝحُظٞطَ ا٠ُ أكؼَ خ٤خس ٌٖٓٔ ٖٓ ر٤ٖ حُخ٤خسحص 

 . ُِششحء حُٔظخكش

  

  The digital world is also transforming the quality 

and speed of the way that the Government seeks to 

engage with citizens, business and academia. It 

offers improved information flow and processes 

within Government, speed and quality of policy 

development and improves co-ordination and 

enforcement. 

 
ػ٠ِ حلاسطوخء رـٞدس ٝعشػش حُؼخُْ حُشه٢ٔ ٣ٝغخػذ ًٔخ 

اششحى حُٔٞحؽ٤ٖ٘  حُٜ٘ؾ حُز١ طظزؼٚ حُلٌٞٓش رٜذف 

ٝهطخػخص حلأػٔخٍ ٝحُوطخػخص حلأًخد٤ٔ٣ش ار ٖٓ شؤٗٚ إٔ 

٣ض٣ذ ٖٓ حٗغ٤خد حُٔؼِٞٓخص ٝإٔ ٣طٞس حُؼ٤ِٔخص 

ٖ عشػش ٝؿٞدس ططٞس حُغ٤خعخص حُل٤ٌٓٞش ٝإٔ ٣لغٖ ٓ

 . حُؼخٓش كؼلا  ػٖ طط٣ٞش أعخ٤ُذ حُظ٘غ٤ن ٝحُظ٘ل٤ز

  

  Governments around the world are mobilising to 

counter the growing cyber threat, which is 

becoming more sophisticated and complex. As the 

digital world grows, so does its attraction to those 

with malicious intent, including state and non-state 

actors. 

 
طؼَٔ حُلٌٞٓخص كٍٞ حُؼخُْ ػ٠ِ طٞظ٤ق ٓٞحسدٛخ ٖٓ 

أؿَ حُظظذ١ ُِظٜذ٣ذحص حُغ٤زشح٤ٗش حُٔظ٘خ٤ٓش حُظ٢ طضدحد 

غ ط٘خ٢ٓ حُؼخُْ حُشه٢ٔ ط٘خٓض دٝحكغ كٔ ططٞسح  ٝطؼو٤ذح . ،

ر١ٝ حُ٘ٞح٣خ حُغ٤جش عٞحء ًخٗٞح ٖٓ حلأؽشحف حُلخػِش 

  حُل٤ٌٓٞش أٝ ؿ٤ش حُل٤ٌٓٞش.   

  

  These actors are not only working relentlessly to 

compromise digital assets, they are also looking for 

new and simple ways of damaging its 

confidentiality and integrity and disrupting its 

availability. Cyber criminals threaten people‟s trust 

in the security of the digital world such that good 

cyber security is essential for the success of the 

digital economy in Jordan. 

 
رلا ًَِ أٝ َِٓ ُظو٣ٞغ  ٤جشحُغ٣ٝؼَٔ رٝٝ حُذٝحكغ 

٣ٝغؼٕٞ ا٠ُ ا٣ـخد أعخ٤ُذ ؿذ٣ذس ًٔخ حلأطٍٞ حُشه٤ٔش، 

ٝرغ٤طش ُلإخلاٍ رغش٣ش ٝأٖٓ ٛزٙ حلأطٍٞ ٝحُظؤػ٤ش عِزخ  

٣غؼٕٞ ح٠ُ  حُٔـشٕٓٞ حُغ٤زشح٤ٕٗٞٝلإٔ ػ٠ِ طٞحكشٛخ، 

ػوش حُ٘خط ك٢ أٖٓ حُؼخُْ حُشه٢ٔ، كبٕ حلأٖٓ  صػضػش

صدٛخس حلاهظظخد١ ك٢ حُغ٤زشح٢ٗ حُلؼخٍ ػخَٓ أعخع٢ ُلا

 حلأسدٕ.
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  In a modern society where people are informed 

mainly through the various forms of media, and 

form their opinions on it, these same people lose 

their confidence in the state when it is no longer 

clear what is false and what is correct. This mistrust 

can impact on law and order, business investment 

and international relations.  Therefore, for this 

strategy, the scope of cyber security is taken to 

include measures against the deployment of „fake 

news‟ by adversaries and other elements of 

information operations. 

٣غظٔذ حُ٘خط ك٢ حُٔـظٔؼخص حُٔؼخطشس حُٔؼِٞٓخص رشٌَ  

أعخع٢ ٖٓ ٝعخثَ حلإػلاّ رٔخظِق طٞسٛخ، ٣ٝشٌِٕٞ 

آسحءْٛ ر٘خء ػ٤ِٜخ، ٖٝٓ شؤٕ حُظزخط حُظٞحد رخُخطؤ إٔ 

، ًٔخ إٔ ٖٓ شؤٕ ؿ٤خد حُؼوش ػ٠ِ رخُذُٝش ٣ضػضع حُؼوش 

٠ ططز٤ن حُوٞح٤ٖٗ ٝػ٠ِ حُ٘ظخّ ٛزح حُ٘لٞ إٔ ٣ئػش عِزخ  ػِ

حُؼخّ، ٝػ٠ِ حلاعظؼٔخسحص رَ ٝػ٠ِ حُؼلاهخص حُذ٤ُٝش 

ُـخ٣خص ٛزٙ  حُغ٤زشح٢ًٗزُي، ٝػ٤ِٚ ٣شَٔ ٗطخم حلأٖٓ 

حلاعظشحط٤ـ٤ش حُظذحر٤ش حُظ٢ طظخز ُـخ٣خص ٓـخرٜش حٗظشخس 

 حلأخزخس حُضحثلش ٝؿ٤ش رُي ٓٔخ ٣غظٜذف حُٔؼِٞٓخص.  

  

  Secure cyber space is essential for Jordanian 

entities to prosper, to grow and to demonstrate to 

external organisations that Jordan is a safe place in 

which they can conduct business. For national 

security and prosperity, it is incumbent upon us all 

to play our part; this includes the public and private 

sector organisations and staff, as well as our 

citizens. 

٣ؼُظزش حُلؼخء حُغ٤زشح٢ٗ ح٥ٖٓ ػ٘ظشح  أعخع٤خ  ُ٘ـخف  

ٝٗٔٞ حُٔئعغخص حلأسد٤ٗش ُٝظؼض٣ض طٞسس حلأسدٕ أٓخّ 

حُٔ٘ظٔخص حُخخسؿ٤ش ًز٤جش آٓ٘ش ُٔضحُٝش حلأػٔخٍ، ٝٛ٘خُي 

عٞحء حُٔئعغخص أٝ ٓٞظلٞ  - دٝس ِٓو٠ ػ٠ِ ًَ ٓ٘خ

ُللع  -حُوطخػ٤ٖ حُؼخّ أٝ حُخخص كؼلا  ػٖ حُٔٞحؽ٤ٖ٘

 حلأٖٓ حُٞؽ٢٘ ٝدػْ حُظ٤ٔ٘ش.

  

  To address the challenges of cyber security head 

on, and seize the opportunities that cyber space 

offers, requires leadership and governance of cyber 

at the highest levels. 

ٝػ٤ِٚ كٖٔ حُٞحؿذ ٓـخرٜش حُظلذ٣خص حُظ٢ طٞحؿٚ حلأٖٓ  

حُغ٤زشح٢ٗ ٝحعظـلاٍ حُلشص حُظ٢ ٣ٞكشٛخ، ٝٛٞ ٓخ ٣ظطِذ 

 ك٢ حُلؼخء حُغ٤زشح٢ٗ. ٝحُلًٞٔش أػ٠ِ دسؿخص حُو٤خدس 

  

  



 
National Cyber Security Strategy 2018-2023 Page 5 of 29 2018 – 2023  حلاعظشحط٤ـ٤ش حُٞؽ٤٘ش ُلأٖٓ حُغ٤زشح٢ٗ  

 
 

3 Progress in Delivering the 2012 Strategy   اعزشارُجُخ ػبَ اٌزمذَ اٌّذشص فٍ رذمُك أهذاف

2012 

3 

  The National Information Assurance and Cyber 

Security Strategy (NIACSS) sought to achieve 

comprehensive information security and the 

successful implementation of this strategy required 

collaboration among all involved parties: 

Government, Defence and Security, the private 

sector and international partners. It was 

understood that the efforts of involved parties 

should complement rather than conflict with each 

other and that strategies and policies developed by 

the private sector should augment, comply, and be 

consistent with this strategy. 

عؼض حلاعظشحط٤ـ٤ش حُٞؽ٤٘ش ُؼٔخٕ أٖٓ حُٔؼِٞٓخص  

( ا٠ُ طلو٤ن أٖٓ شخَٓ 2102ٝحلأٖٓ حُغ٤زشح٢ٗ )

ُِٔؼِٞٓخص، ٝهذ ططِذ ط٘ل٤ز حلاعظشحط٤ـ٤ش حُظؼخٕٝ ر٤ٖ 

ًخكش حُـٜخص حُٔؼ٤٘ش رٔخ ك٢ رُي حُلٌٞٓش ٝحُـٜخص 

ٝحُوطخع حُخخص ٝحُششًخء حُذ٤٤ُٖٝ، ٝهذ أدسًض  حلأ٤٘ٓش

ًَ ٛزٙ حُـٜخص إٔ حُٔطِٞد ٛٞ طٌخَٓ ؿٜٞد حُـٜخص 

حُٔزًٞسس لا طؼخسرٜخ، ٝأٗٚ ٣ظٞؿذ إٔ طؼضص حُغ٤خعخص 

ٝحلاعظشحط٤ـ٤خص حُظ٢ ٣ؼظٔذٛخ حُوطخع حُخخص 

 حلاعظشحط٤ـ٤ش حُٔزًٞسس ٝإٔ طظٞحكن ٝطظ٘خعن ٓؼٜخ.

  

  The NIACSS recognised that the greater uptake of 

internet-based technologies offered increasing 

opportunities for economic and social 

development. These developments were seen as 

offering significant advantages to connected 

societies. 

 
ٕ حصد٣خد ٝػ٤ِٚ كوذ أًذص حلاعظشحط٤ـ٤ش حُٔزًٞسس ػ٠ِ أ

حلإهزخٍ ػ٠ِ حُظٌُ٘ٞٞؿ٤خ حُٔز٤٘ش ػ٠ِ حعظخذحّ حلإٗظشٗض 

٣ؼضص كشص حُظطٞس حلاؿظٔخػ٢ ٝحلاهظظخد١، ٖٝٓ شؤٕ 

رُي حُظطٞس إٔ ٣غخْٛ ك٢ طٞك٤ش ٓضح٣خ ٛخٓش ُِٔـظٔؼخص 

 حُٔظظِش رٜخ.

  

  It has become obvious over the period of the 

NIACSS that as the global reliance on networks 

and emerging technologies and applications has 

grown, so have the opportunities for those who 

would seek to compromise systems and data. 

 
ًٔخ هذ حطؼق ػ٠ِ ٓذٟ حُلظشس حُظ٢ ؿطظٜخ حلاعظشحط٤ـ٤ش 

حُٔزًٞسس رؤٕ ططٞس حػظٔخد حُذٍٝ ػ٠ِ حُشزٌخص 

حُ٘خشجش ٝحُظطز٤وخص هذ هخرِظٚ ص٣خدس ك٢  ٝحُظٌُ٘ٞٞؿ٤خ

 كشص حلإػشحس ك٢ حلأٗظٔش ٝحُز٤خٗخص.

  

  Equally, the geopolitical landscape has changed. 

Malicious cyber activity knows no international 

boundaries. State actors are experimenting with 

offensive cyber capabilities. Cyber criminals are 

broadening their efforts and expanding their 

strategic modus operandi to achieve higher value 

pay-outs from individuals, organisations and 

institutions. 

 
ٝهذ أطزلض حلأٗشطش حُغ٤زشح٤ٗش حُخز٤ؼش طظخط٠ حُلذٝد 

كٍٞ حُؼخُْ، حُـ٤ٞع٤خع٢  حُذ٤ُٝش ً٘ظ٤ـش ُظـ٤ش حُٔشٜذ 

حُظخرؼش ُِذٍٝ كوذ أطزق رٔوذٝس ٓـٔٞػخص حُوشط٘ش 

 حعظـلاٍ كشص حلإػشحس رخُلؼخء حُغ٤زشح٢ٗ، ك٤غ

طؼَٔ ٛزٙ حُٔـٔٞػخص ػ٠ِ طٞع٤غ ؿٜٞدٛخ ٝطط٣ٞش 

أعخ٤ُزٜخ حلاعظشحط٤ـ٤ش ُظؼظ٤ْ حٌُٔخعذ حُٔخ٤ُش حُظ٢ 

 طغظ٢ُٞ ػ٤ِٜخ ٖٓ حلأكشحد ٝحُٔئعغخص ٝحُٔ٘ظٔخص.

  

 
Terrorists, and their sympathisers, are conducting 

low-level attacks and aspire to carry out more 

significant acts. 

 
٣ٝوّٞ حلإسٛخر٤ٕٞ ٝحُٔظؼخؽلٕٞ ٓؼْٜ رظ٘ل٤ز ٛـٔخص 

ع٤زشح٤ٗش رذحث٤ش ك٢ ٓغظٞحٛخ ًٔخ ٣ٝغؼٕٞ ًزُي ا٠ُ ط٘ل٤ز 

 ٛـٔخص أًؼش طؼو٤ذح  ك٢ حُٔغظوزَ.
 

3.1 National CyberSecurity Programme  ٍٔ3.1 اٌجشٔبِج اٌىطٍٕ ٌلأِٓ اٌغُجشا 

 The National CyberSecurity Programme (NCP) 

was established to focus on delivering the strategic 

objectives and national priorities set out in the 

NIACSS in 2012 and the programme has: 

طْ ٝػغ حُزشٗخٓؾ حُٞؽ٢٘ ُلأٖٓ حُغ٤زشح٢ٗ ُِظش٤ًض ػ٠ِ  

طلو٤ن حلأٛذحف حلاعظشحط٤ـ٤ش ٝحلأ٣ُٞٝخص حُٞؽ٤٘ش 

حُٔ٘ظٞص ػ٤ِٜخ ك٢ حلاعظشحط٤ـ٤ش حُٞؽ٤٘ش ُؼٔخٕ أٖٓ 

( ٝهذ أدٟ ططز٤ن 2102حُٔؼِٞٓخص ٝحلأٖٓ حُغ٤زشح٢ٗ )

 حُزشٗخٓؾ حُٔزًٞس ا٠ُ طلو٤ن حلإٗـخصحص حُظخ٤ُش: 

  

  Completed a critical network risk assessment 

programme based on internationally 

recognised standards and is actively using the 

outcome of this exercise to deliver protective 

security enhancements; 

   حُلشؿشحلاٗظٜخء ٖٓ رشٗخٓؾ طو٤٤ْ ٓخخؽش حُشزٌخص 

ر٘خء  ػ٠ِ حُٔؼخ٤٣ش حُٔؼظٔذس د٤ُٝخ ، ٣ٝظْ ح٥ٕ 

حعظخذحّ ٓخشؿخص ٛزح حُظو٤٤ْ ٖٓ أؿَ طلغ٤ٖ 

 حلإؿشحءحص حلأ٤٘ٓش حُٞهخث٤ش.

 

  Utilised the outcomes of the risk assessment 

programme to identify a set of information 

security standards and policies required to 

drive an enhanced and consistent approach to 

national information security; 

   حعظـلاٍ ٓخشؿخص رشٗخٓؾ طو٤٤ْ حُٔخخؽش ُٞػغ

ٓـٔٞػش ٖٓ ٓؼخ٤٣ش أٖٓ حُٔؼِٞٓخص ٝحُغ٤خعخص 

حُلاصٓش لاػظٔخد طٞؿٚ ٓظطٞس ٝٓظ٘خعن طـخٙ أٖٓ 

 حُٔؼِٞٓخص حُٞؽ٢٘.
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  Created specific national Computer 

Emergency Response Teams (CERTs) to 

deliver continuous network monitoring and 

threat intelligence and incident response 

capability; 

  ُ لٞحدع حلأٖٓ اٗشخء كشم ٝؽ٤٘ش ُلاعظـخرش

ُظظ٠ُٞ اؿشحء سهخرش دحثٔش ُِشزٌخص  حُغ٤زشح٢ٗ

 حدع.ُٝظو٤٘خص حُظٜذ٣ذ ٝآٌخ٤ٗخص حلاعظـخرش ُِلٞ

 

  Delivered a cyber-training programme to 

enhance the skills of NCP stakeholders and 

CERT staff; 

     ط٘ل٤ز رشٗخٓؾ طذس٣ز٢ ُلأٖٓ حُغ٤زشح٢ٗ ُظؼض٣ض

ٝأػؼخء حُـٜخص حُٔؼ٤٘ش رخُزشٗخٓؾ ٜٓخسحص 

 .لٞحدع حلأٖٓ حُغ٤زشح٢ُٗلاعظـخرش ُحُٞؽ٤٘ش  حُلشم

 

  to Establish a Public Key Infrastructure (PKI) 

to manage secure information communication, 

identity authentication and digital signatures; 

  ُِٔ لإدحسس طشحعَ  لظخف حُؼخّاٗشخء حُز٤٘ش حُظلظ٤ش

حُٔؼِٞٓخص ٝحُظلون ٖٓ ح٣ُٜٞش ٝحُظٞه٤غ حُشه٢ٔ 

 رشٌَ آٖٓ.

 

  Started establishing an international 

information security co-operation programme 

to aid information sharing, exchange lessons 

learned and enhance capability development. 

   ٖٓحُزذء ربٗشخء رشٗخٓؾ ُِظؼخٕٝ حُذ٢ُٝ ك٢ ٓـخٍ أ

حُٔؼِٞٓخص ُذػْ طزخدٍ حُٔؼِٞٓخص ٝحُخزشحص 

 ٝطط٣ٞش حُوذسحص.

 

 There have been some challenges in delivering the 

2012 strategy, most notably in developing an 

appropriate legal and regulatory framework due to 

the complexity of this area and the international 

dimension of the threat. Cyberspace is borderless 

and threat actors exploit this fully to stay 

anonymous. Key relationships are being 

established with international partners to develop a 

consistent response whilst at the same time 

continuing to develop a national legal and 

regulatory response. 

رؼغ حُظلذ٣خص  2102حعظشحط٤ـ٤ش حُؼخّ ٝهذ ٝحؿٚ ط٘ل٤ز  

ٝحُظ٢ ًخٕ ٖٓ أرشصٛخ حُلخؿش ا٠ُ اػذحد اؽخس هخ٢ٗٞٗ 

ٝط٘ظ٢ٔ٤ ٓلاثْ ٝرُي رغزذ حُظؼو٤ذحص ك٢ ٛزح حُٔـخٍ 

ٝحُزؼذ حُذ٢ُٝ ُِظٜذ٣ذحص حُٔلظِٔش، كخُلؼخء حُغ٤زشح٢ٗ لا 

كذٝد ُٚ ٖٝٓ ٣غؼٕٞ ا٠ُ طٜذ٣ذٙ ٣غظـِٕٞ ٛزٙ حُخخط٤ش 

و٤ش، ُٝزُي ٣ظْ ر٘خء ػلاهخص ٓظ٤٘ش لإخلخء ٣ٞٛخطْٜ حُلو٤

ٓغ ششًخء د٤٤ُٖٝ ٖٓ حؿَ طط٣ٞش ػ٤ِٔخص حعظـخرش 

ٓ٘غوش ر٤ٖ ًخكش حُششًخء ٓغ حلاعظٔشحس رخُؼَٔ ػ٠ِ 

ُظط٣ٞش آ٤ُش ٝؽ٤٘ش ُلاعظـخرش حُوخ٤ٗٞٗش  حُٞؽ٢٘ حُٔغظٟٞ

 ٝحُظ٘ظ٤ٔ٤ش.

  

 The successful delivery of the NCP over the past 

five years demonstrates commitment to improving 

cyber security and has provided a strong legacy on 

which to move to the next phase of cyber security 

excellence. The opportunity has been taken to 

develop this updated strategy with renewed 

objectives to deliver capability and capacity in the 

context of the current threat environment and to 

consolidate and strengthen those successes 

achieved over the first period of the national cyber 

security strategy. 

رشٖٛ ٗـخف ططز٤ن حُزشٗخٓؾ حُٔزًٞس ػ٠ِ ٓذحس حُغ٘ٞحص  

ٓذٟ حلاُظضحّ رظلغ٤ٖ حلأٖٓ حُخٔظ حُٔخػ٤ش ػ٠ِ 

حُغ٤زشح٢ٗ رٔخ ٣ٞكش أعخعخ  ٓظ٤٘خ  ُلاٗظوخٍ ا٠ُ حُٔشكِش 

حُظخ٤ُش ٖٓ حُظ٤ٔض ك٤ٚ. ٝهذ طْ حعظـلاٍ رُي كؼلا  ك٢ 

طط٣ٞش ٛزٙ حلاعظشحط٤ـ٤ش رؤٛذحف ٓظـذدس ٝرٔخ ٣ؼٖٔ 

طٞك٤ش حٌُلخءحص ٝحُوذسحص رشٌَ ٣ظ٘خعذ ٓغ حُظٜذ٣ذحص 

خصحص حُظ٢ طلووض خلاٍ حُلخ٤ُش، ًٝزُي ك٢ طؼض٣ض حلإٗـ

حُٔشكِش حلأ٠ُٝ ٖٓ حلاعظشحط٤ـ٤ش حُٞؽ٤٘ش ُلأٖٓ 

 حُغ٤زشح٢ٗ.

  

 This renewed strategy establishes the strategic 

aims presented in (5.2) to deliver a safe 

information security environment in the national 

interest. 

 
حُـذ٣ذس حلأٛذحف حلاعظشحط٤ـ٤ش طظؼٖٔ ٛزٙ حلاعظشحط٤ـ٤ش 

( حُظ٢ طؼٖٔ رذٝسٛخ طٞك٤ش ر٤جش 2.2حُٔز٤٘ش ك٢ حُز٘ذ )

 ٓؼِٞٓخص آٓ٘ش طغْٜ ك٢ طلو٤ن حُٔظِلش حُٞؽ٤٘ش.

  

 It is recognised that change in the online world 

continues to accelerate in a way that has overtaken 

previous visions of the digital future and the 

opportunities and dangers it presents. This 

accelerating pace of change has challenged our 

ability to adequately protect ourselves from the 

threats posed by new technologies and 

applications that have come to the fore. Our 

strategy needs to be reinvigorated to meet the 

evolving cyber security challenges. 

 
طغظٔش  طذسى حُلٌٞٓش رؤٕ حُظطٞسحص  ك٢ ػخُْ حلإٗظشٗض

رخُظغخسع رشٌَ ٣ظـخٝص حُشإٟ حُغخروش ُِٔغظوزَ حُشه٢ٔ 

 ٝحُلشص ٝحُٔخخؽش حُظ٢ طظشطذ ػ٤ِٚ، ٝهذ كشع ٛزح

ذسط٘خ ػ٠ِ كٔخ٣ش ك٢ ه حُظغخسع ك٢ ٝط٤شس حُظـ٤٤ش طلذ٣خ  

أٗلغ٘خ رخُشٌَ حٌُخك٢ ٖٓ حُظٜذ٣ذحص حُظ٢ طلشػٜخ 

حُظو٤٘خص ٝحُظطز٤وخص حُلذ٣ؼش، ٝػ٤ِٚ ًخٕ لا رذ ٖٓ طلذ٣غ 

حلاعظشحط٤ـ٤ش ُٔٞحؿٜش حُظلذ٣خص حُٔظ٘خ٤ٓش ُلأٖٓ 

 حُغ٤زشح٢ٗ.
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4 The Evolving Threat Landscape  4 والغ اٌزهذَذاد اٌّزٕبُِخ 

 The environment that Jordan operates in subjects it, 

in common with other global and regional 

governments, to threats that are constantly 

evolving. Recent attacks on other global 

governments and organisation‟s infrastructure and 

personnel have highlighted the need for an 

integrated, coordinated, and consistent approach for 

managing national information security threats. 

Events that have also highlighted the diverse range 

of threats that governments face include but are not 

limited to: 

ػ٠ِ ًلخٍ حُلٌٞٓخص حلأخشٟ  –٣ٞحؿٚ حلأسدٕ  

طٜذ٣ذحص ٓظ٘خ٤ٓش، ٝهذ ٗزّٜض  -ٓغظٟٞ حُٔ٘طوش ٝحُؼخُْ

حُٜـٔخص حُظ٢ حعظٜذكض ٓئخشح  كٌٞٓخص ٝر٠٘ طل٤ش 

ٝٓٞظل٤ٖ ك٢ ٓ٘ظٔخص ػذس ا٠ُ حُلخؿش ا٠ُ حػظٔخد 

حسس طلذ٣خص طٞؿٚ ٓظٌخَٓ ٝٓ٘غن ٝٓظ٘خعن ُـخ٣خص اد

 .أٖٓ حُٔؼِٞٓخص حُٞؽ٢٘

ُظ٢ طشَٔ حلأكذحع حُظ٢ أرشصص حُظٜذ٣ذحص حُٔظزخ٣٘ش ح

طٞحؿٜٜخ حُلٌٞٓخص ٓخ ٢ِ٣ ػ٠ِ عز٤َ حُٔؼخٍ لا 

 حُلظش:

  

  

  The Snowden leaks have shown the ease with 

which vast amounts of classified data can be 

removed from a “highly secure‟ network by an 

insider and released to the media, the public and 

used by foreign intelligence services and other 

organisations; 

   ٕطغش٣زخص ع٘ٞد (Snowden) حُظ٢ أظٜشص

ٓذٟ عُٜٞش كزف ٤ًٔخص ٛخثِش ٖٓ حُز٤خٗخص 

حُٔظ٘لش ٖٓ "شزٌش آٓ٘ش ؿذح " ٖٓ هزَ شخض 

ٝطغش٣زٜخ ُلإػلاّ ُِٝؼّٔٞ ٝط٤غ٤ش ٓطِغ ػ٤ِٜخ، 

حعظخذحٜٓخ ٖٓ هزَ ًٝخلاص حلاعظخزخسحص حلأؿ٘ز٤ش 

 ٝؿ٤شٛخ ٖٓ حُٔ٘ظٔخص.

 

  Threats to sensitive and often classified 

intellectual property have been highlighted by 

the WikiLeaks disclosures exposing, amongst 

others, National Security Agency (NSA) and 

Central Intelligence Agency (CIA) activities 

and tools; 

 
  طٜذ٣ذ كوٞم ح٤ٌُِٔش حُلٌش٣ش حُلشؿش، ٝحُظ٢ هذ

طشٌَ ًزُي ٓؼِٞٓخص عش٣ش ٓظ٘لش، ٝهذ أدص 

طغش٣زخص ٤ِ٤ٌ٣ٌٝظ ٝؿ٤شٛخ ا٠ُ حٌُشق ػٖ 

أػٔخٍ ٝأدٝحص ًٝخُش حلاعظخزخسحص حُٔشًض٣ش 

 .ُش حلأٖٓ حُو٢ٓٞ حلأٓش٢ٌ٣ًٝٝخحلأٓش٤ٌ٣ش 

 

  The recent 'WannaCry' ransomware attack that 

seriously affected the UK‟s National Health 

Service (NHS) displayed the ease with which 

cyber-attacks can cripple essential services; 

   حُظ٢ أُلوض أػشحسح  ًز٤شس، ٜٓ٘خ رشٓـ٤خص حُلذ٣ش

٤ٜجش حُخذٓخص حُظل٤ش ر )ٍ ٓخ ُلنػ٠ِ عز٤َ حُٔؼخ

، ٝٛٞ ٓخ ًشق ػٖ هذسس حُزش٣طخ٤ٗش حُٞؽ٤٘ش

حُٜـٔخص حُغ٤زشح٤ٗش ػ٠ِ اػخهش طوذ٣ْ حُخذٓخص 

 حلأعخع٤ش ُِٔٞحؽ٤ٖ٘ رغُٜٞش.

 

 
 Cyberattacks in the Middle East have typically 

been carried out by hackers targeting the oil and 

gas sectors, defence and security and other 

critical industries.  

 
  ٕحُٜـٔخص حُغ٤زشح٤ٗش ك٢ حُششم حلأٝعؾ حُظ٢ ًخ

٣وّٞ رٜخ حُوشحط٘ش ٣ٝغظٜذكٕٞ هطخػخص حُ٘لؾ 

ٝحُذكخع ٝحلأٖٓ ٝؿ٤ش رُي ٖٓ حُوطخػخص ٝحُـخص 

 حُلغخعش.

 

 Governments, regulators, and societies are 

increasingly holding public and private 

organisations to account for practices across the 

globe. The previous approach of governments and 

organisations has been to adopt a defensive and 

reactive stance, hoping that the provision of 

standards combined with market pressures will 

improve the security of products and systems. 

However, experience has shown that this has not 

provided sufficient cyber protection and has led to 

economic loss, reputational damage and increasing 

legal challenges. 

حُلٌٞٓخص ٝحُـٜخص حُظ٘ظ٤ٔ٤ش ٝحُٔـظٔؼخص ٣ضدحد طٞؿٚ  

كٍٞ حُؼخُْ ٗلٞ ٓغخءُش ٓئعغخص حُوطخع حُؼخّ 

ٝحُخخص ػٖ أكؼخُٜخ، كل٢ حُغخرن ًخٗض حُلٌٞٓخص 

 ٝحُٔئعغخص طظخز ٓٞهلخ  دكخػ٤خ  ٣ؼظٔذ ػ٠ِ حلاعظـخرش

رؼذ ٝهٞع حُلذع، ٝرُي أٓلا  رخُظٞطَ ا٠ُ طلغ٤ٖ أٖٓ 

حُٔ٘ظـخص ٝحلأٗظٔش ٖٓ خلاٍ حػظٔخد حُٔٞحطلخص 

ٝػـؾ آ٤ُخص حُغٞم، الا إٔ حُظـشرش هذ رشٛ٘ض اخلخم 

ٛزح حُظٞؿٚ ك٢ طؤ٤ٖٓ كٔخ٣ش ًخك٤ش ُِلؼخء حُغ٤زشح٢ٗ 

ٝٛٞ ٓخ أدٟ ا٠ُ خغخثش حهظظخد٣ش ٝاػشحس ك٢ عٔؼش 

ٖ حُظلذ٣خص حُوخ٤ٗٞٗش ٛزٙ حُٔئعغخص، كؼلا  ػ

 حُٔظضح٣ذس.

  

 The threat context discussed in this strategy seeks 

to highlight the sources of threat and levels of 

persistence to relevant information assets and 

people. 

٣ٜذف ٗطخم حُظٜذ٣ذحص حُز١ طظ٘خُٝٚ ٛزٙ حلاعظشحط٤ـ٤ش  

حُؼٞء ػ٠ِ ٓظخدس ٛزٙ حُظٜذ٣ذحص ٝٓذٟ ا٠ُ طغ٤ِؾ 

 ؿغخٓش آػخسٛخ ػ٠ِ أطٍٞ حُٔؼِٞٓخص ٝػ٠ِ حُ٘خط.
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4.1 Threat Agents  4.1 جهبد اٌزهذَذ 

 
The Global Cyber threat landscape is driven by the 

socio-political context as threat actors discover and 

attack gaps in information network security. The 

most likely threats to Jordan are: 

٣ئػش حُغ٤خم حلاؿظٔخػ٢ ٝحُغ٤خع٢ ػ٠ِ حُٔشٜذ حُؼخ٢ُٔ  

ُِظٜذ٣ذحص حُغ٤زشح٤ٗش، ك٤غ طؼَٔ ؿٜخص حُظٜذ٣ذ ػ٠ِ 

حًظشخف حُؼـشحص ك٢ أٖٓ شزٌخص حُٔؼِٞٓخص 

ٜٝٓخؿٔظٜخ، ٝك٤ٔخ ٢ِ٣ أرشص حُظٜذ٣ذحص حُظ٢ ٣ٌٖٔ إٔ 

 دٕ: طئػش ػ٠ِ حلأس

  

 Foreign Intelligence Services  خذٓخص حلاعظخزخسحص حلأؿ٘ز٤ش  

 Foreign Intelligence Services (FIS) continue to 

represent the greatest threat globally to the 

information assets of governments through direct 

external attacks on their systems and the subversion 

of their personnel. 

 
( طٔؼَ FISلا طضحٍ خذٓخص حلاعظخزخسحص حلأؿ٘ز٤ش )

أًزش طٜذ٣ذ ػخ٢ُٔ لأطٍٞ حُٔؼِٞٓخص حُخخطش 

رخُلٌٞٓخص ٖٓ خلاٍ حُٜـٔخص حُخخسؿ٤ش حُٔزخششس ػ٠ِ 

 .أٗظٔظٜخ ٝحعظٜذحف ٓٞظل٢ حُلٌٞٓخص رٜـٔخطٜخ

  

 Terrorism and geo-political disruption  حلإسٛخد ٝحلاػطشحرخص حُـ٤ٞع٤خع٤ش  

 The risk of terrorism is a global threat to 

information, personnel and physical assets through 

direct physical attacks on facilities, people or assets 

and increasingly sophisticated cyber-based attacks.   

Some Nation states seek to undermine regional and 

national stability by cyber-attacks on critical 

infrastructure, including energy, transportation, 

utilities and food and construction and accusations 

of interference in democratic processes.  

٣ؼظزش خطش حلإسٛخد طٜذ٣ذح  د٤ُٝخ  ُِٔؼِٞٓخص  

خد٣ش، ٝرُي ٖٓ خلاٍ ُِٝٔٞظل٤ٖ ُٝلأطٍٞ حُٔ

حُٜـٔخص حُٔزخششس أٝ حُٜـٔخص حُغ٤زشح٤ٗش حُٔظطٞسس 

ػ٠ِ حُٔ٘شآص أٝ حلأطٍٞ أٝ حلأشخخص، ٝطغؼ٠ رؼغ 

حُذٍٝ ًزُي ا٠ُ صػضػش حلاعظوشحس حُٞؽ٢٘ ٝحلإه٢ٔ٤ِ 

ٖٓ خلاٍ حُٜـٔخص حُغ٤زشح٤ٗش ػ٠ِ حُز٠٘ حُظلظ٤ش 

حلأعخع٤ش، رٔخ ك٤ٜخ ٓشحكن حُطخهش ٝحُ٘وَ ٝحُخذٓخص 

ٓش ٝحُـزحء ٝحلإٗشخءحص، ٛزح كؼلا  ػٖ حلاطٜخٓخص حُؼخ

 رخُظذخَ ك٢ حُؼ٤ِٔش حُذ٣ٔٞهشحؽ٤ش.

  

 Hacktivists  ( ٕٞحُوشحط٘ش حُ٘خشطHacktivists)  

 Hacktivists are activists that use technical tools and 

means to gain unauthorised access to computer files 

or networks to further or showcase political, social, 

ideological, or religious messages through illegal or 

legally-ambiguous methods. 

حُوشحط٘ش حُ٘خشطٕٞ ْٛ ٗخشطٕٞ ٣غظخذٕٓٞ حلأدٝحص  

ٝحُٞعخثَ حُظو٤٘ش ُِٞطٍٞ ؿ٤ش حُٔظشف رٚ ا٠ُ ِٓلخص 

 أٝ شزٌخص حُلخعٞد ٖٓ أؿَ دػْ أٝ ا٣ظخٍ سعخثَ

ع٤خعش أٝ حؿظٔخػ٤ش أٝ أ٣ذ٣ُٞٞؿ٤ش أٝ د٤٘٣ش ٖٓ خلاٍ 

  ٝعخثَ ؿ٤ش هخ٤ٗٞٗش حٝ هخ٤ٗٞٗ خ.

  

 Insiders   ٕٞحُٔطِؼٕٞ حُذحخ٤ِ(Insider)   

 Humans are the biggest cyber security vulnerability 

leading to information security breaches either 

intentionally or unintentionally. They can be the 

result of a single employee‟s carelessness or a 

disgruntled employee seeking to deliberately 

undermine an organisation or another employee. 

٣ٔؼَ حُؼ٘ظش حُزشش١ ك٢ ٓـخٍ حلأٖٓ حُغ٤زشح٢ٗ أًزش  

أٖٓ حُٔؼِٞٓخص عٞحء  حٗظٜخى ػخَٓ ػؼق ٣ئد١ ا٠ُ 

روظذ أٝ رـ٤ش هظذ، ك٤غ ٣ٌٖٔ إٔ ط٘ظؾ ٛزٙ 

ػٖ اٛٔخٍ ٓٞظق ٝحكذ ػ٠ِ حلأهَ أٝ ػٖ  حلاٗظٜخًخص

سؿزش ٓٞظق ٗخهْ ك٢ حلإػشحس رخُٔئعغش أٝ رٔٞظق 

 آخش رشٌَ ٓظؼٔذ.

  

 Crime and Corruption  حُـش٣ٔش ٝحُلغخد  

 Threat actors are known to use all feasible attack 

vectors and increasingly Cyber criminals are 

exploiting the speed, convenience and anonymity of 

the Internet to commit a diverse range of criminal 

activities that know no borders, either physical or 

virtual, cause serious harm and pose very real 

threats to victims worldwide. 

ٖٓ حُٔؼشٝف إٔ ؿٜخص حُظٜذ٣ذ طغظخذّ ؿ٤ٔغ ٝعخثَ  

حلإٗظشٗض ػ٠ِ ٗلٞ  حُٜـّٞ حٌُٔٔ٘ش، ار ٣غظـَ ٓـشٓٞ

ٓظضح٣ذ خظخثض حُغشػش ٝحُغُٜٞش ٝحُوذسس ػ٠ِ اخلخء 

ٓظ٘ٞػش  اؿشح٤ٓش أٗشطشح٣ُٜٞش ػ٠ِ حلإٗظشٗض لاسطٌخد 

لا طؼشف حُلذٝد عٞحء حُٔخد٣ش أٝ حلاكظشحػ٤ش، ٝٛٞ ٓخ 

٣ئد١ ا٠ُ أػشحس رخُـش ٣ٝؼشع حُؼلخ٣خ ُظٜذ٣ذحص 

 كو٤و٤ش ك٢ ؿ٤ٔغ أٗلخء حُؼخُْ.
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4.2 Cyber Security Challenges   ٍٔ4.2 رذذَبد الأِٓ اٌغُجشا 

 There is a clear shift away from purely money-

based motivation and a raft of political and 

ideological ideas are now coming into play with 

cyberattacks. Recent cyberattacks indicate that 

there is going to be an increasingly prevalent role 

played by Government in cyber security over the 

period of this strategy, both through its own activity 

and through relationships with business, 

international partners and citizens. 

 
ٖٓ حُٔلاكع إٔ حُذحكغ حُٔخ٢ُ حُزلض ُْ ٣ؼذ حُذحكغ 

حلأٝكذ ُِٜـٔخص حُغ٤زشح٤ٗش، ك٤غ ٗشٜذ ٓئخشح  طؼخظْ 

ٖٓ ٝسحء حُٜـٔخص  حلا٣ذُٝٞؿ٤شحُذٝحكغ حُغ٤خع٤ش 

ش حُٜـٔخص حُغ٤زشح٤ٗش حُظ٢ ح ِٜ ُغ٤زشح٤ٗش، ك٤ٔخ طظُ

كظِض ٓئخشح  إٔ دٝس حُلٌٞٓش ع٤ضدحد أ٤ٔٛش خلاٍ 

حُلظشس حُظ٢ طـط٤ٜخ ٛزٙ حُغ٤خعش عٞحء ٖٓ خلاٍ 

حلأٗشطش حُخخطش أٝ ٖٓ خلاٍ حُؼلاهخص ٓغ حُٔٞحؽ٤ٖ٘ 

 ٝحُششًخص حُظـخس٣ش حلاعظؼٔخس٣ش ٝحُششًخء حُذ٤٤ُٖٝ. 

  

 Internet of Things  اٗظشٗض حلأش٤خء  

 The increasing number of connected devices offers 

huge opportunity for economic growth, social 

inclusion and mobility, job creation and 

communication. There have been fragmented 

approaches to the security of these “things” which 

has provided an opportunity which hostile actors 

have been keen to exploit.   

 
٣ٞكش حُؼذد حُٔظضح٣ذ ٖٓ حلأؿٜضس حُٔظظِش رخلإٗظشٗض 

ٝحلادٓخؽ ٝحُلشحى كشطخ  ٓظضح٣ذس ُِ٘ٔٞ حلاهظظخد١ 

ٝحُظٞحطَ ٝا٣ـخد كشص ػَٔ ؿذ٣ذس، ٝلا  حُٔـظٔؼ٢

طضحٍ حُٜٔ٘ـ٤خص حُٜخدكش ا٠ُ طلو٤ن أٖٓ ٛزٙ حلأش٤خء 

٣ظ٤ق حُٔـخٍ أٓخّ حُٔـش٤ٖٓ ٓظـضأس، ٝٛٞ ٓخ 

 حُغ٤زشح٤٤ٖٗ لاعظـلاٍ رُي.

  

 Governments and business are increasingly reliant 

on the Industrial Internet of Things (IIoT) where 

devices utilise communications technologies to 

monitor, collect, exchange and analyse large 

amounts of data to drive better informed and faster 

decision making. 

 
٣ضدحد حػظٔخد حُلٌٞٓخص ٝحُششًخص ػ٠ِ اٗظشٗض 

ٖ ُ (؛IIoTحلأش٤خء حُظ٘خػ٤ش ) ٌِ ْٔ لأؿٜضس ك٤غ ٣ُ

حعظـلاٍ طٌُ٘ٞٞؿ٤خ حلاطظخلاص ُٔشحهزش ٝؿٔغ ٝطزخدٍ 

ٝطل٤َِ ٤ًٔخص ػخٔش ٖٓ حُز٤خٗخص ٖٓ أؿَ طٞؿ٤ٚ 

 ػ٤ِٔش ط٘غ حُوشحس رشٌَ أعشع ٝأكؼَ.

  

 Ransomware  رشٓـ٤خص حُلذ٣ش  

 The popularity of malware capable of encrypting or 

destroying files as an attack vector has grown 

steadily as the tactic has proved successful and its 

use is expected to be a feature of cyberattacks for 

some time to come. 

 
ٗٔض شٜشس حُزشٓـ٤خص حُخز٤ؼش ًؤكذ أدٝحص حُٜـّٞ 

حُوخدسس ػ٠ِ طشل٤ش أٝ طذ٤ٓش حُِٔلخص رشٌَ ٓؼطشد 

ٞهغ إٔ ٣ٌٕٞ حعظخذحٜٓخ رؼذ إٔ أػُزِض ٗـخكٜخ. ٖٝٓ حُٔظ

 ك٢ حُٔغظوزَ. حُغ٤زشح٤ٗشأكذ حْٛ أشٌخٍ حُٜـٔخص 

 

 Artificial Intelligence (AI)  حُزًخء حلاطط٘خػ٢  

 
Cyber criminals are using AI bots to place more 

targeted phishing adverts and emails, analysing 

large amounts of social media information to 

profile their targets. Online chat bots are also being 

seen more and more in use for customer service – 

positioning them as a system that people trust. 

Attackers will look to use this trust and build 

chatbots to try and obtain financial details from 

people. 

٣غظـَ حُٔـشٕٓٞ حُزًخء حلاطط٘خػ٢ ك٢ ٗشش اػلاٗخص  

ٝاسعخٍ سعخثَ رش٣ذ اٌُظش٢ٗٝ ٓظظ٤ذس أًؼش حعظوطخرخ  

ُلجخص ٓلذدس ك٢ حُلؼخء حُغ٤زشح٢ٗ، ٝرُي ٖٓ خلاٍ 

طل٤َِ ًْ ًز٤ش ٖٓ حُٔؼِٞٓخص حُٔظؤط٤ش ٖٓ ٝعخثَ 

حُظٞحطَ حلاؿظٔخػ٢ ُظلذ٣ذ حُلجخص حُٔغظٜذكش، ٖٓ 

كع ًزُي طضح٣ذ حعظخذحّ ٗظخّ حُذسدشش ػ٠ِ حُٔلا

حلإٗظشٗض ُـخ٣خص خذٓش حُضرخثٖ، ٝٛٞ ٓخ ٣ٌغذ ٛزح 

حُ٘ظخّ ػوش حُـٜٔٞس، ٝػ٤ِٚ ع٤غؼ٠ حُٜٔخؿٕٔٞ ا٠ُ 

حعظـلاٍ ٛزٙ حُؼوش ٝاٗشخء ٓ٘ظخص دسدشش ُِلظٍٞ 

 ػ٠ِ ر٤خٗخص ٓخ٤ُش ٖٓ حُ٘خط.

 

 Serverless Apps  ُظطز٤وخص حُظ٢ لا طؼظٔذ ػ٠ِ خٞحدّح  

 
Information is particularly at risk when users access 

an application off-server, locally on their device. 

When stored on server the owner is more able to 

control what security precautions are taken to 

ensure the user‟s data remains private from identity 

thieves and other cybercriminals. With serverless 

applications, however, security precautions are, by 

and large, the responsibility of the user. 

حعظخذحّ  طظؼشع حُٔؼِٞٓخص ُخطش ًز٤ش ٗظ٤ـش 

خٞحدّ ػ٠ِ حلأؿٜضس حُططز٤وخص لا طؼظٔذ ػ٠ِ 

حُخٞحدّ ٣ٌٕٞ ٓخُي ، كؼ٘ذ حُظخض٣ٖ ػ٠ِ حُشخظ٤ش

حُٔؼِٞٓخص أًؼش هذسس ػ٠ِ حخظ٤خس حلاكظ٤خؽخص حلأ٤٘ٓش 

حُللخظ ػ٠ِ خظٞط٤ش ر٤خٗخص  حُؼشٝس٣ش ُؼٔخٕ

حُٔغظخذّ ُلٔخ٣ش حُز٤خٗخص ٖٓ عخسه٢ ح٣ُٜٞش ٝؿ٤شْٛ 

ٖٓ حُٔـش٤ٖٓ حُغ٤زشح٤٤ٖٗ، أٓخ ٓغ حعظخذحّ حُظطز٤وخص 

حُظ٢ لا طؼظٔذ ػ٠ِ خٞحدّ كظٌٕٞ طِي حلاكظ٤خؽخص ٖٓ 

 ئ٤ُٝش حُٔغظخذّ ا٠ُ كذ ًز٤ش.ٓغ
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 Critical Infrastructure  حُلغخعش حُز٤٘ش حُظلظ٤ش  

 Critical infrastructure organisations rely hugely on 

interconnected industrial control systems to manage 

all aspects of their operation and these provide 

opportunities for determined attackers to interfere 

with these systems and devices for political or 

economic gain. 

 
رشٌَ ًز٤ش ػ٠ِ حُلغخعش طؼظٔذ ٓئعغخص حُز٤٘ش حُظلظ٤ش 

أٗظٔش حُظلٌْ حُظ٘خػ٤ش حُٔظظِش ٓغ رؼؼٜخ حُزؼغ 

لإدحسس ٓخظِق ؿٞحٗذ أػٔخُٜخ، حلأٓش حُز١ ٣ض٣ذ ٖٓ 

لاػظشحع طِي حلأٗظٔش ٝحلأؿٜضس كشص حُٜٔخؿ٤ٖٔ 

 رٜذف حُلظٍٞ ػ٠ِ ٌٓخعذ ع٤خع٤ش أٝ حهظظخد٣ش.

 

 Sophisticated Phishing Campaigns  سس ّٞ    كٔلاص حُظظ٤ذّ حُٔظط

 Phishing emails, often used to deliver malware or to 

induce victims to divulge personal information, are 

becoming more sophisticated with the addition of 

specific company information regarding billing, 

logistics, and more 

٣ظضح٣ذ ططٞس سعخثَ حُظظ٤ذّ حلإٌُظش٤ٗٝش حُظ٢ طغُظخذّ  

ظلل٤ض حُؼلخ٣خ ُلإكظخف ُػخدس  ُ٘شش رشحٓؾ خز٤ؼش أٝ 

حُشخظ٤ش، خخطش  رؼذ اػخكش ٓؼِٞٓخص  ػٖ ر٤خٗخطْٜ

ػٖ حُششًش ٓؼَ ٓؼِٞٓخص حُلٞحط٤ش ٝحُشئٕٝ ٓؼ٤٘ش 

 حُِٞؿغظ٤ش ٝؿ٤شٛخ.

 

 Strategic Use of Information Operations  حلاعظخذحّ حلاعظشحط٤ـ٢ ُؼ٤ِٔخص حُٔؼِٞٓخص  

 Cyberattacks, cyberespionage and the 

dissemination of false information (Fake News) are 

growing tools used by some nation-states and other 

actors to achieve political and economic disruption. 

طؼظزش حُٜـٔخص ٝػ٤ِٔخص حُظـغظ حُغ٤زشح٤ٗش ٝٗشش  

حُٔؼِٞٓخص حُٔـِٞؽش )حلأخزخس حُضحثلش( ٖٓ حلأدٝحص 

حُٔغظخذٓش رشٌَ ٓظضح٣ذ ٖٓ هزَ رؼغ حُذٍٝ 

 خد٣ش.ٝحلأشخخص ُخِن حلاػطشحرخص حُغ٤خع٤ش ٝحلاهظظ

 

 Cloud Computing   حُلٞعزش حُغلخر٤ش  

 Organisations increasingly favour cloud 

technologies that allow them to respond to 

changing business needs quickly and flexibly.  The 

main challenge is how security and privacy 

concerns are managed by cloud providers. 

٣ضدحد طلؼ٤َ حُٔئعغخص ُِظو٤٘خص حُغلخر٤ش حُظ٢ طغٔق  

رخلاعظـخرش لاكظ٤خؿخص حلأػٔخٍ حُٔظضح٣ذس رشٌَ أًؼش 

عشػش ٝٓشٝٗش، ٣ٌٖٝٔ حُظلذ١ حُشث٤غ٢ ٛ٘خ ك٢ ادحسس 

ٓخخٝف حلأٖٓ ٝحُخظٞط٤ش ٖٓ هزَ ٓوذ٢ٓ حُخذٓخص 

 حُغلخر٤ش.

 

 Cyber Security Awareness   حُٞػ٢ رخلأٖٓ حُغ٤زشح٢ٗ  

 The visibility and public awareness of cyber 

security remains limited and significantly 

undermines efforts to protect critical information. 

لا ٣ضحٍ حُٞػ٢ حُؼخّ رخلأٖٓ حُغ٤زشح٢ٗ ٓلذٝدح ٗٞػخ  ٓخ،  

حُٔززُٝش ُلٔخ٣ش ٓٔخ ٣ؼُؼق رشٌَ ًز٤ش حُـٜٞد 

 حُٔؼِٞٓخص حُلغخعش.
 

 Hacker-for-Hire Services  خذٓخص حُوشط٘ش ٓوخرَ أؿش   

 
Easy-to-use and affordable tools have made it 

easier than ever for attackers to offer hacker-for-

hire services. 

رغزذ طٞحكش حلأدٝحص ٝعُٜٞش حعظخذحٜٓخ ٝحٗخلخع  

ٓـٔٞػخص حُوشط٘ش طوذ٣ْ طٌخ٤ُلٜخ، أطزق ربٌٓخٕ 

خذٓخص حُوشط٘ش ٓوخرَ أؿش رشٌَ أعَٜ ٖٓ أ١ ٝهض 

 ٓؼ٠.

 

 Skills Shortages  ٗوض حُٜٔخسحص  

 The critical skills shortage of cybersecurity 

professionals is a global problem that continues to 

be a major concern for public and private sectors. 

٣ؼظزش ٗوض ٜٓخسحص ح٤٤ُٜٖ٘ٔ حُٔؼ٤٤ٖ٘ رشئٕٝ حلأٖٓ  

ُِوطخػ٤ٖ حُؼخّ  حُغ٤زشح٢ٗ ٓشٌِش ػخ٤ُٔش لا طضحٍ ٓوِوش

 .ٝحُخخص
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5 Strategic Context  ٍ5 اٌغُبق الاعزشارُج 

 
The revised objectives set out in this strategy 

recognise the progress made by the NCP in 

delivering the NIACSS and affirm our ambition 

to protect Jordan‟s cyber space to allow 

Government, Business and Citizens to engage 

securely in developing a diverse, prosperous and 

inclusive society.  

 طٔضطوش حلأٛذحف حُٞحسدس ك٢ ٛزٙ حلاعظشحط٤ـ٤ش ٝحُظ٢  

ٓشحؿؼظٜخ رخُظوذّ حُز١ أكشصٙ حُزشٗخٓؾ حُٞؽ٢٘ ُلأٖٓ 

حُغ٤زشح٢ٗ ك٢ طلو٤ن أٛذحف حلاعظشحط٤ـ٤ش حُٞؽ٤٘ش 

، 2102ُؼٔخٕ أٖٓ حُٔؼِٞٓخص ٝحلأٖٓ حُغ٤زشح٢ٗ ُؼخّ 

ٝطئًذ ػ٠ِ حُطٔٞف حُٞؽ٢٘ ك٢ كٔخ٣ش حُلؼخء 

حُغ٤زشح٢ٗ حلأسد٢ٗ ٖٓ أؿَ اطخكش حُلشطش ُِلٌٞٓش 

رظط٣ٞش رشٌَ أٖٓ ٛٔش ٝحُششًخص ٝحُٔٞحؽ٤ٖ٘ ُِٔغخ

 .رخُش٤ُٞٔش ٝٓضدٛش ٣ٝظغْ  ٓظؼذدٓـظٔغ 

 

5.1 Cyber Security Vision  ٍٔ5.1 سؤَخ الأِٓ اٌغُجشا 

 
The vision for cyber security for the Kingdom is 

to be: 

 ٌُِِٔٔش حلاسد٤ٗش حُٜخش٤ٔشط٘ض سإ٣ش حلأٖٓ حُغ٤زشح٢ٗ  

 ػ٠ِ ٓخ ٢ِ٣:

 

V
is

io
n

 

Jordan is confident and secure in the digital 

world and resilient to cyber threat 

 

أردى واثق وآهي ضوي العالن الرقوي وهقاوم للتهديد 

 السيبراًي

ؤَخ
اٌش

 

  

This will be achieved through the development, 

growth and establishment of national cyber 

security capabilities and an appropriate security 

response to allow excellence in national security, 

international business and co-operation and 

support for e-Government transformation to 

increase individual and national prosperity 

 
ع٤ظْ ٣ٌٖٔ طلو٤ن رُي ٖٓ خلاٍ طؤع٤ظ ٝط٤ٔ٘ش ٝطط٣ٞش 

حٌُلخءحص حُٞؽ٤٘ش ك٢ ٓـخٍ حلأٖٓ حُغ٤زشح٢ٗ ٝحلاعظـخرش 

حلأ٤٘ٓش حُٔلاثٔش ُظلو٤ن حُظ٤ٔض ك٢ حلأٖٓ حُٞؽ٢٘ 

ٝحُظـخسس ٝحُظؼخٕٝ حُذ٤٤ُٖٝ ٝدػْ حُظلٍٞ حُل٢ٌٓٞ 

 حُشه٢ٔ ُض٣خدس حُشكخٙ ػ٠ِ حُٔغظ٤٣ٖٞ حُلشد١ ٝحُٞؽ٢٘.

 

5.2 Strategic Objectives  5.2 الأهذاف الاعزشارُجُخ 

 Our four strategic objectives set out our 

aims for achieving a cyber-secure Jordan 

and describe how we will go about 

achieving them. 

طز٤ٖ حلأٛذحف حلاعظشحط٤ـ٤ش حلأسرؼش حُـخ٣خص  

حُٞؽ٤٘ش ُظلو٤ن حلأٖٓ حُغ٤زشح٢ٗ ك٢ حلأسدٕ ًٔخ 

 ٝطز٤ٖ ًزُي آ٤ُش طلو٤وٜخ.

 

 Protect:  :اٌذّبَخ  

 Enhances trust in and resilience of the 

Government, Critical National 

Infrastructure, businesses and the public 

against cyber threats 

رؼضَض اٌثمخ واٌّشؤخ ٌذي اٌذىىِخ واٌجُٕخ اٌزذزُخ  

ولطبػبد الأػّبي واٌجّهىس اٌذغبعخ اٌىطُٕخ 

اٌغُجشأُخ واٌزصذٌ ٌهب، وَزأرً ٌّىاجهخ اٌزهذَذاد 

 رٌه ِٓ خلاي:

 

 
● Publishing policies, and procedures to 

ensure a unified national approach to 

cybersecurity is established. 

● Establishing an appropriate governance 

structure and entities to ensure effective 

cyber security. 

● Building the necessary organisational 

structures to develop and operate the 

nation‟s cyber security and provide a 

unified source of advice in Government 

for threat intelligence and information 

assurance. 

● Establish cyber-security awareness and 

capacity building programs. 

ٗشش حُغ٤خعخص ٝحلإؿشحءحص حُلاصٓش ُٞػغ  ●  ●

 ٜٓ٘ـ٤ش ٝؽ٤٘ش ٓٞكذس ُلأٖٓ حُغ٤زشح٢ٗ.

اٗشخء ٗٔٞرؽ كًٞٔش ٓلاثْ ٝٓئعغخص طؼٖٔ  ●

 طلو٤ن حلأٖٓ حُغ٤زشح٢ٗ حُلؼخٍ.

ر٘خء ح٤ٌَُٜ حُٔئعغ٢ حُلاصّ ُظط٣ٞش ٝطشـ٤َ  ●

حلأٖٓ حُغ٤زشح٢ٗ حُٞؽ٢٘ ٝطٞك٤ش ٓظذس 

حُلٌٞٓش ٖٓ ٓٞكذ ُِٔشٞسس ػ٠ِ ٓغظٟٞ 

أؿَ ٓؼخُـش حُظٜذ٣ذحص حلاعظخزخسحط٤ش ٝحُظؼزض 

 ٖٓ حُٔؼِٞٓخص.

اػذحد رشحٓؾ خخطش ر٘شش حُٞػ٢ ٝر٘خء  ●

 حُوذسحص ك٢ ٓـخٍ حلأٖٓ حُغ٤زشح٢ٗ.
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 Detect:  :ٌاٌىشف واٌزذش  

 Supports understanding and disruption of 

hostile action taken against the Kingdom and 

its information assets 

رؼضَض فهُ واػزشاض الأػّبي اٌؼذوأُخ اٌزٍ رغزهذف  

اٌٍّّىخ وأصىٌهب اٌّؼٍىِبرُخ، وهى ِب َزُ ثبػزّبد 

 اٌزذاثُش اٌزبٌُخ:

 

 ● Evolving existing cyber threat intelligence 

capability 

● Understanding the nations cyber space 

adversaries and their methods; 

● Ensuring security defences remain 

current, effective and continue to detect 

cyber security events. 

● Defining what is “normal‟ for the context 

and then detect anomalous events using a 

broad range of skills and capabilities. 

ٌُشق حُظٜذ٣ذحص طط٣ٞش حُوذسحص حُلخ٤ُش  ●  ●

 حُغ٤زشح٤ٗش.

كْٜ ؽز٤ؼش أػذحء حُلؼخء حُغ٤زشح٢ٗ حُٞؽ٢٘  ●

 ٝأعخ٤ُزْٜ.

حُظؤًذ ٖٓ ؿخٛض٣ش حُذكخػخص حلأ٤٘ٓش ٝكؼخ٤ُظٜخ  ●

ك٢ ًشق حُلٞحدع حلأ٤٘ٓش ٝحعظٔشحسٛخ 

 حُغ٤زشح٤ٗش.

طؼش٣ق حُٔغظٟٞ حُطز٤ؼ٢ ك٢ ٛزح حُغ٤خم ٖٝٓ  ●

ػْ ػزؾ حُلٞحدع ؿ٤ش حلاػظ٤خد٣ش ٖٓ خلاٍ 

 .ٖٓ حُٜٔخسحص ٝحُوذسحصٗطخم ٝحعغ 

 

 Respond:  :الاعزجبثخ  

 Develops and deploys the appropriate 

capabilities to respond to cyberattacks in the 

same way as we respond to any other attack 

on National Security 

رطىَش ورىظُف اٌمذساد اٌّلائّخ ٌلاعزجبثخ ٌٍهجّبد  

ثٕفظ طشَمخ الاعزجبثخ لأٌ هجىَ آخش ضذ  اٌغُجشأُخ

 ، ورٌه ثبرخبر اٌزذاثُش اٌزبٌُخ:الأِٓ اٌىطٍٕ
 

 ● Having well-defined and tested incident 

management processes, capabilities and 

mitigation activities; 

● Minimising and containing the impacts of 

cyber security incidents; 

● Restoring essential services; 

● Using root cause analysis and forensic tools 

post-incident to drive improvements. 

ٝػغ ػ٤ِٔخص ًٝلخءحص ٝٗشخؽخص لإدحسس  ●  ●

حُلٞحدع روظذ حُلذ ٖٓ حلأخطخس، رل٤غ 

 طٌٕٞ ٓلذدس  رؼ٘خ٣شٍ ٝكؼخُش.

 طو٤َِ ٝحكظٞحء آػخس كٞحدع حلأٖٓ حُغ٤زشح٢ٗ. ●

 حعظؼخدس حُخذٓخص حلأعخع٤ش ●

ٝحلأدٝحص  شحُـزس٣ُلأعزخد حعظخذحّ حُظل٤َِ  ●

حُـ٘خث٤ش رؼذ ٝهٞع حُلٞحدع ٖٓ أؿَ طلغ٤ٖ 

 ػ٤ِٔخص حلاعظـخرش.

 

 Evolve:  :اٌزطىّس  

 Develops the knowledge, skills and 

sustainable sovereign capability required to 

maintain robust cyber security, through 

academia, private sector, research and 

development and international partnerships 

رطىَش اٌّؼشفخ واٌّهبساد واٌمذساد اٌغُبدَخ  

اٌّلائّخ ِٓ أجً اٌّذبفظخ ػًٍ أِٓ واٌّغزذاِخ 

اٌمطبع و  الأوبدٍَّ اٌىعظعُجشأٍ ِزُٓ ِٓ خلاي 

ثبلإضبفخ ئًٌ اٌششاوبد   اٌخبص واٌجذش واٌزطىَش 

 اٌذوٌُخ، ورٌه ِٓ خلاي:

 

 ● Partnering with the right organisations and 

partners to collaborate and share learning; 

● Defining and establishing the key academic 

partners to build suitably qualified and 

experienced personnel, including the creation 

of a National Cyber Academy; 

● Enacting the legislation and regulation needed 

to establish and operate National 

CyberSecurity 

● Establishing the means to develop sustainable 

sovereign capabilities and corporate entities 

that can deliver effective cyber security 

initiatives; 

● Establishing appropriate and robust national 

and international communication channels. 

حُششحًش ٓغ حُٔ٘ظٔخص ٝحُششًخء حُٔخظظ٤ٖ  ●  ●

 رٜذف حُظؼخٕٝ ٝطزخدٍ حُٔؼشكش.

طلذ٣ذ حُششًخء حلأًخد٤٤ٔ٣ٖ ٖٓ أؿَ طش٤ٌَ  ●

كش٣ن ػَٔ ٓئَٛ ٝٓظٔشط رخلإػخكش ا٠ُ 

 اٗشخء أًخد٤ٔ٣ش ٝؽ٤٘ش ُلأٖٓ حُغ٤زشح٢ٗ. 

طلؼ٤َ حُظشش٣ؼخص ٝحلأٗظٔش حُلاصٓش لإٗشخء  ●

 ٝادحسس حلأٖٓ حُغ٤زشح٢ٗ حُٞؽ٢٘.

طٞك٤ش حلأدٝحص حُلاصٓش ُظط٣ٞش حُوذسحص  ●

ٜ٘خ حُغ٤خد٣ش حُٔغظذحٓش ٝحُششًخص حُظ٢ ٣ٌٔ

اؽلام ٓزخدسحص كؼخُش ك٢ ٓـخٍ حلأٖٓ 

 حُغ٤زشح٢ٗ.

اٗشخء ه٘ٞحص حُظٞحطَ حُٞؽ٤٘ش ٝحُذ٤ُٝش  ●

 حُٔلاثٔش ٝحُٔظ٤٘ش.
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5.3 Guiding Principles  5.3 اٌّجبدئ اٌزىجُهُخ 

 This Strategy is based on the following 

principles: 

 

  ٛزٙ حلاعظشحط٤ـ٤ش ػ٠ِ حُٔزخدة حُظخ٤ُش:طغظ٘ذ   

 ● Cyber security will be managed at the 

highest levels of Government as a top 

priority of National Security Threats; 

ادحسس حُلٌٞٓش ُلأٖٓ حُغ٤زشح٢ٗ ػ٠ِ أػ٠ِ  ● 

حُٔغظ٣ٞخص رخػظزخسٙ أ٣ُٞٝش ٝؽ٤٘ش ِٓلّش ك٢ ظَ 

 حُظٜذ٣ذحص حُظ٢ ٣ٞحؿٜٜخ حلأٖٓ حُٞؽ٢٘.

 

 ● Government will establish the 

appropriate levels of national 

governance, co-ordination and control to 

ensure a collaborative approach to cyber 

capability development, protection, crisis 

response and recovery; 

 
ه٤خّ حُلٌٞٓش رظلذ٣ذ حُٔغظ٣ٞخص حُٔلاثٔش ٖٓ ٗٔخرؽ  ●

حُٞؽ٤٘ش ٝحُظ٘غ٤ن ٝحُغ٤طشس ُؼٔخٕ حُلًٞٔش 

ططز٤ن ٜٗؾ طؼخ٢ٗٝ ُظط٣ٞش حُوذسحص حُغ٤زشح٤ٗش 

ٝطٞك٤ش حُلٔخ٣ش ٝحلاعظـخرش ُلأصٓخص ٝحُظؼخك٢ 

 ٜٓ٘خ.

 

 ● The application of cyber security 

measures to organisations and systems 

will be prioritised by risk and impact as 

it is not possible or affordable to prevent 

all cyber incidents; 

طلذ٣ذ أ٣ُٞٝخص ططز٤ن طذحر٤ش حلأٖٓ حُغ٤زشح٢ٗ ػ٠ِ  ● 

حُٔئعغخص ٝحلأٗظٔش ر٘خء  ػ٠ِ ػخ٢ِٓ ٓوذحس 

حُٔخخؽشس ٝكـْ حلأػش ار ٖٓ ؿ٤ش حٌُٖٔٔ أٝ ؿ٤ش 

 حُٔـذ١ ٓ٘غ ًخكش حُلٞحدع حُغ٤زشح٤ٗش.

 

 ● Cyber security is a shared responsibility 

at Government, business, academia and 

individual levels; 

حػظزخس حلأٖٓ حُغ٤زشح٢ٗ ٓغئ٤ُٝش ٓشظشًش ٌُخكش  ● 

حُٔئعغخص حُل٤ٌٓٞش ٝحلأًخد٤ٔ٣ش ٝحُششًخص 

 حُظـخس٣ش ٝحلأكشحد.

 

 ● Government has leadership 

responsibility to ensure that critical 

infrastructure, whether public or 

privately owned, is protected against 

cyber threats; 

حُٔغئ٤ُٝش حُو٤خد٣ش ُِلٌٞٓش ك٢ ػٔخٕ كٔخ٣ش حُز٤٘ش  ● 

، عٞحء أًخٗض ػخٓش أٝ ًِٓٔٞش حُلغخعشحُظلظ٤ش 

 ُِوطخع حُخخص، ٖٓ حُظٜذ٣ذحص حُغ٤زشح٤ٗش. 

 

 ● Sufficient effort will be expended on 

ensuring also that individuals understand 

what they need to do to protect 

themselves online; 

رزٍ ؿٜٞد ًخك٤ش ُؼٔخٕ كْٜ حلأكشحد لأعخ٤ُذ كٔخ٣ش  ● 

 أٗلغْٜ ػ٠ِ حلإٗظشٗض. 

 

 ● Linkage with Government policy in ICT 

and Postal sectors and key strategic e-

Government strategies is vital to the 

success of the cyber strategy  

حػظزخس حُشرؾ ٓغ حُغ٤خعش حُؼخٓش ُوطخػخص  ● 

حلاطظخلاص ٝطٌُ٘ٞٞؿ٤خ حُٔؼِٞٓخص ٝحُزش٣ذ 

حلإٌُظش٤ٗٝش أٓشح  ك٢ ؿخ٣ش ٝحعظشحط٤ـ٤خص حُلٌٞٓش 

 حلأ٤ٔٛش لإٗـخف ٛزٙ حلاعظشحط٤ـ٤ش.

 

 ● A positive cyber security culture is 

essential for effective cyber security and 

developing citizens and businesses is 

fundamental to the success of cyber 

security capability; 

 

حُغ٤زشح٢ٗ حلإ٣ـخر٤ش ٝط٤ٌٖٔ  حػظزخس ػوخكش حلأٖٓ ●

حُٔٞحؽ٤ٖ٘ ٝحُششًخص ػخٓلا  ٜٓٔخ  ك٢ اٗـخف 

 آٌخ٤ٗخص حلأٖٓ حُغ٤زشح٢ٗ.

 

 ● The management of digital risks and the 

appropriate application of cyber security 

will be mandated to be a Board level 

responsibility in all companies; 

حػظزخس ادحسس حُٔخخؽش حُشه٤ٔش ٝحُظطز٤ن حُٔلاثْ  ● 

ُلأٖٓ حُغ٤زشح٢ٗ ٖٓ ٓغئ٤ُٝخص ٓـخُظ ادحسس 

 .حُششًخص

 

 ● Cyber security is explicitly included in 

all people, physical and technology 

decisions; 

طؼ٤ٖٔ حلأٖٓ حُغ٤زشح٢ٗ رشٌَ ٝحػق ٝطش٣ق ك٢  ● 

رخلأكشحد ٝحُوشحسحص ؿ٤ٔغ حُوشحسحص رحص حُظِش 

 حُٔؼ٤٘ش رخُشئٕٝ حُٔخد٣ش ٝحُظو٤٘ش.

 

 ● Defence in depth and secure by design 

will be core network and infrastructure 

design principles. 

 

 

حػظٔخد حُذكخع ك٢ حُؼٔن ٝطلو٤ن حلأٓخٕ ٖٓ خلاٍ  ● 

حُظظ٤ْٔ ًٔزخدة ؿٞٛش٣ش ك٢ طظ٤ْٔ حُشزٌخص 

 ٝحُز٠٘ حُظلظ٤ش.
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 To achieve the National Strategic Objectives 

discussed above, the Jordan Government has 

identified six major national priorities, each 

priority demanding collaboration across 

Government, the private sector and citizens 

supported by international partners. These 

priorities form the action lines of this National 

CyberSecurity Strategy. 

ٖٓ أؿَ طلو٤ن أٛذحف ٛزٙ حلاعظشحط٤ـ٤ش حُٞؽ٤٘ش حُٔز٤٘ش  

أػلاٙ، كذدص حُلٌٞٓش حلأسد٤ٗش عض أ٣ُٞٝخص ٝؽ٤٘ش 

أعخع٤ش طظطِذ ًَ ٜٓ٘خ حُظؼخٕٝ ر٤ٖ حُلٌٞٓش ٝحُوطخع 

ؼلا  ػٖ دػْ حُششًخء حُذ٤٤ُٖٝ، حُخخص ٝحُٔٞحؽ٤ٖ٘ ك

ٝطٔؼَ طِي حلأ٣ُٞٝخص حُخطٞحص حلإؿشحث٤ش ُٜزٙ 

 حلاعظشحط٤ـ٤ش.

 

6 National CyberSecurity Priorities  ٍٕ6 أوٌىَبد الأِٓ اٌغُجشأٍ اٌىط 

 To achieve the National Strategic Objectives, 

and build on the success of the National 

Information Assurance and Cyber Security 

Strategy, the following set of priorities will be 

used to bring a new, unified approach to how 

Government and business deals with cyber 

security. These priorities dictate the activity that 

the Government of Jordan will engage in over 

the life of the strategy: 

طلو٤وخ  ُلأٛذحف حلاعظشحط٤ـ٤ش ٝحعظٌٔخلا  لإٗـخصحص  

حلاعظشحط٤ـ٤ش حُٞؽ٤٘ش ُؼٔخٕ أٖٓ حُٔؼِٞٓخص ٝحلأٖٓ 

؛ ع٤ظْ ططز٤ن حلأ٣ُٞٝخص حُظخ٤ُش رٜذف 2102حُغ٤زشح٢ٗ 

ٝػغ ٜٓ٘ـ٤ش ؿذ٣ذس ٝٓٞكذس ٤ُ٥خص طؼخَٓ حُلٌٞٓش 

حلأٖٓ حُغ٤زشح٢ٗ، ك٤غ عظ٘زؼن ػٖ ٝهطخع حلأػٔخٍ ٓغ 

ٛزٙ حلأ٣ُٞٝخص حلأٗشطش حُظ٢ عظزخششٛخ حُلٌٞٓش خلاٍ 

 ٓذس ط٘ل٤ز ٛزٙ حلاعظشحط٤ـ٤ش:

 

6.1 National CyberSecurity Standards and 

Policies 

A national unified approach to cyber security 

will be supported by the publication of National 

CyberSecurity Standards and Policies in the 

form of a Security Policy Framework and 

managed through a National CyberSecurity 

Commission. 

 ِؼبَُش وعُبعبد الأِٓ اٌغُجشأٍ اٌىطٍٕ 

ع٤ظْ حُؼَٔ ػ٠ِ دػْ ط٘ل٤ز ٜٓ٘ـ٤ش ٝؽ٤٘ش ٓٞكذس ُلأٖٓ 

ٝع٤خعخص خخطش  حُغ٤زشح٢ٗ ٖٓ خلاٍ اطذحس ٓؼخ٤٣ش

رخلأٖٓ حُغ٤زشح٢ٗ حُٞؽ٢٘ ػ٠ِ شٌَ اؽخس ُِغ٤خعخص 

حلأ٤٘ٓش حُظ٢ عظظ٠ُٞ ح٤ُٜجش حُٞؽ٤٘ش ُلأٖٓ حُغ٤زشح٢ٗ 

 ادحسطٜخ.

6.1 

6.2 International Information Security 

Cooperation Program 

The ability to safeguard and exchange 

information securely with foreign Governments 

and organisations will continue to advance 

through the International Information Security 

Cooperation Program. 

 ثشٔبِج اٌزؼبوْ اٌذوٌٍ لأِٓ اٌّؼٍىِبد 

ٖ ٓغ عظغظٔش كٔخ٣ش ٝطزخدٍ حُٔؼِٞٓخص رشٌَ آٓ

حُلٌٞٓخص حلأؿ٘ز٤ش ٝحُٔ٘ظٔخص حُذ٤ُٝش رخُظطٞس ٖٓ 

 خلاٍ رشٗخٓؾ حُظؼخٕٝ حُذ٢ُٝ لأٖٓ حُٔؼِٞٓخص.

6.2 

6.3 Security Awareness and Capacity Building 

Program 

Through close consultation with academia and 

international partners, a greater degree of 

security awareness will be achieved, along with 

establishing our own home-grown and organic 

expertise will be achieved through a defined 

Capability Building Program. 

 اٌزىػُخ ثبلأِٓ وثٕبء اٌمذسادثشٔبِج  

ع٤ظْ طؼض٣ض حُٞػ٢ ك٢ حُ٘ٞحك٢ حلأ٤٘ٓش ٖٓ خلاٍ 

حُظشخٝس ٓغ حُششًخء حلأًخد٤٤ٔ٣ٖ ٝحُذ٤٤ُٖٝ، ٛزح كؼلا  

ػٖ اػذحد خزشحص ٓل٤ِش ٤ٔٓضس ٖٓ خلاٍ رشحٓؾ ُز٘خء 

 حُوذسحص.

6.3 
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6.4 Critical National Infrastructure Protection 

(CNIP) Program 

Protection of the most critical elements of 

Jordan‟s infrastructure will continue to evolve 

and grow through the Critical National 

Infrastructure Protection (CNIP) Program. 

 ثشٔبِج دّبَخ اٌجُٕخ اٌزذزُخ اٌىطُٕخ اٌذغبعخ 

حُز٤٘ش عظغظٔش كٔخ٣ش حُؼ٘خطش حلأًؼش كغخع٤ش ك٢ 

حُظلظ٤ش ك٢ حلأسدٕ رخُظطٞس ٝحُ٘ٔٞ ٖٓ خلاٍ رشٗخٓؾ 

 كٔخ٣ش حُز٤٘ش حُظلظ٤ش حُٞؽ٤٘ش حُلغخعش.

6.4 

6.5 National Computer Emergency Response 

Teams (CERTs) 

The coordinated analysis, dissemination of cyber 

threat warning information and response to 

cyber incidents will be achieved through a series 

of National Computer Emergency Response 

Teams that will be established across 

Government, Defence and Security, Finance, 

Critical National Infrastructure, and to support 

elements of the Private Sector. 

 ذىادس الأِٓ اٌغُجشأٍخ ٌلاعزجبثخ ٌطُٕاٌفشق اٌى 

 لٞحدع حلأٖٓ حُغ٤زشح٢ٗلاعظـخرش ُحعظظ٠ُٞ كشم 

حُٞؽ٤٘ش حُظ٢ ع٤ظْ طش٤ٌِٜخ ػ٠ِ ٓخظِق ٓغظ٣ٞخص 

حُلٌٞٓش ٝحُـٜخص حلأ٤٘ٓش ٝحُذكخػ٤ش ٝحُوطخع حُٔخ٢ُ 

ٝحُز٤٘ش حُظلظ٤ش حُٞؽ٤٘ش حُلغخعش ٝػ٘خطش حُذػْ ٖٓ 

حُٔ٘غن ٝاطذحس حُوطخع حُخخص، ٜٓخّ اؿشحء حُظل٤َِ 

حُظلز٣ش ٖٓ حُظٜذ٣ذحص حُغ٤زشح٤ٗش ٝحلاعظـخرش ُِلٞحدع 

 .حُغ٤زشح٤ٗش

6.5 

6.6 Legal and Regulatory Reform 

As technology outpaces historical legal and 

regulatory processes, legislative reform will take 

place to ensure that an effective balance is 

maintained between security and privacy. 

 الإصلاح اٌزٕظٍُّ واٌمبٔىٍٔ 

لإٔ ططٞس حُظو٤٘ش أعشع ٖٓ حُظطٞس حُظخس٣خ٢ 

ع٤ظْ حُؼَٔ ػ٠ِ اطلاف حلإؽخس  ٝحُظشش٣ؼ٢ ٝحُظ٘ظ٢ٔ٤،

حُظشش٣ؼ٢ ُؼٔخٕ حُظٞحصٕ حُلؼخٍ ر٤ٖ حلأٖٓ 

 .ٝحُخظٞط٤ش

6.6 
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7 
Strategy Implementation   7 الاعزشارُجُخرٕفُز 

7.1 Implementation Plan 

Having a plan for implementing the strategy is as 

important as the National CyberSecurity Strategy 

itself as it sets out the actions necessary to deliver the 

strategic priorities, and to establish the necessary 

governance to ensure the translation of priorities and 

objectives into specific well-defined 

initiatives/projects through: 

 خطخ اٌزٕفُز 

٣ؼُظزش اػذحد خطش ط٘ل٤ز٣ش ُلاعظشحط٤ـ٤ش أٓشح  ٛخٓخ  روذس 

أ٤ٔٛش حلاعظشحط٤ـ٤ش حُٞؽ٤٘ش ُلأٖٓ حُغ٤زشح٢ٗ رحطٜخ، 

حلإؿشحءحص حُلاصٓش ُظلو٤ن حلأ٣ُٞٝخص رُي أٜٗخ طز٤ٖ 

حلاعظشحط٤ـ٤ش ٝطؼغ ٗٔٞرؽ حُلًٞٔش حُلاصّ ُؼٔخٕ 

طشؿٔش حلأ٣ُٞٝخص ٝحلأٛذحف ا٠ُ ٓزخدسحص ٝٓشخس٣غ 

 ٓظٔٔش رؼ٘خ٣ش ٝٓلذدس ٖٓ خلاٍ ٓخ ٢ِ٣:

7.1 

 Ownership 

The Government will own the endorsed National 

CyberSecurity Strategy, assuring that it is afforded 

the highest precedence across the country. 

 اٌّغإوٌُخ 

طظ٠ُٞ كٌٞٓش حٌُِٔٔش حلأسد٤ٗش حُٜخش٤ٔش اهشحس 

حلاعظشحط٤ـ٤ش حُٞؽ٤٘ش ُلأٖٓ حُغ٤زشح٢ٗ، ٓغ طؤ٤ًذ 

حُلٌٞٓش ػ٠ِ اػطخء ٛزٙ حلاعظشحط٤ـ٤ش أهظ٠ دسؿخص 

 حلأ٣ُٞٝش ك٢ ط٘ل٤زٛخ ػ٠ِ حُٔغظٟٞ حُٞؽ٢٘.

 

 Co-ordination 

Chaired by the Prime Minister; the Cyber Security 

Council will have representatives from Government, 

Defence, Security, Financial Academic and the 

Private sector. and will coordinate Jordan‟s approach 

to meeting the National Strategic Objectives.  

 اٌزٕغُك 

طشٌَ حُلٌٞٓش ٓـِغخ  ُلأٖٓ حُغ٤زشح٢ٗ ك٢ حٌُِٔٔش 

٣شأعٚ سث٤ظ حُٞصسحء ٣ٝؼْ ٓٔؼ٤ِٖ ػٖ حُلٌٞٓش ٝػٖ 

حُٔئعغخص حُذكخػ٤ش ٝحلأ٤٘ٓش ٝحُوطخع حُٔخ٢ُ 

، ٝع٤وّٞ حُٔـِظ رخُؼَٔ ًخد٢ٔ٣ ٝحُوطخع حُخخصٝحلأ

ػ٠ِ ط٘غ٤ن حُٜٔ٘ـ٤خص حُٞؽ٤٘ش ُظلو٤ن حلأٛذحف 

 حلاعظشحط٤ـ٤ش حُٞؽ٤٘ش.

 

 Implementation Planning 

Implementation of the National CyberSecurity 

Strategy is complex as the activities will impact 

several different organisations and will create a 

number of new entities. Consequently, it will be 

necessary to manage the implementation as a 

programme with multiple projects running in 

different organisations. 

A national implementation and action plan will 

determine short term actions and deliver the strategy 

to enhance cybersecurity awareness and encourage 

everyone to take better control of digital security, 

improve information security, protect privacy, 

maintain national security and public safety and 

safeguard economic wellbeing. 

The action plan fosters the conditions required for 

long-term improvements in our approach to 

cybersecurity across Government, the private sector 

and our personal lives. Key milestones will be 

established to monitor and measure progress in 

delivering the strategy and particularly the 

effectiveness of our information security measures. 

 اٌزخطُظ ٌٍزٕفُز 

٣ؼذ ط٘ل٤ز حلاعظشحط٤ـ٤ش حُٞؽ٤٘ش ُلأٖٓ حُغ٤زشح٢ٗ ػ٤ِٔش 

ٓشًزش، ار إٔ حلأٗشطش حُظ٢ ع٤ظْ ط٘ل٤زٛخ عظئػش ػ٠ِ 

حُؼذ٣ذ ٖٓ حُٔئعغخص، ٝعظظطِذ اٗشخء ػذد ٖٓ 

حُٔئعغخص، ٝػ٤ِٚ ع٤ٌٕٞ ٖٓ حُلاصّ ادحسس ط٘ل٤ز 

ٖٓ  ػذدح  حلاعظشحط٤ـ٤ش ٖٓ ك٤غ ًٜٞٗخ رشٗخٓـخ  ٣لظ١ٞ 

 ك٢ ػذس ٓئعغخص.حُٔشخس٣غ حُظ٢ ط٘لز 

طلذد خطش حُؼَٔ حُٞؽ٤٘ش ُظ٘ل٤ز ٛزٙ حلاعظشحط٤ـ٤ش 

حلإؿشحءحص حُٞحؿذ حطخخرٛخ ػ٠ِ حُٔذٟ حُوظ٤ش ُظؼض٣ض 

حُٞػ٢ رخلأٖٓ حُغ٤زشح٢ٗ ٝطشـ٤غ ًخكش حُـٜخص ػ٠ِ 

طز٢٘ أكؼَ اؿشحءحص حُغ٤طشس ػ٠ِ حلأٖٓ حُشه٢ٔ 

ٝطلغ٤ٖ أٖٓ حُٔؼِٞٓخص ٝكٔخ٣ش حُخظٞط٤ش 

ٝحلاهظظخد حُٞؽ٤٤ٖ٘ ٝحُغلآش  ٝحُٔلخكظش ػ٠ِ حلأٖٓ

 حُؼخٓش.

ٝػ٠ِ حُٔذٟ حُط٣َٞ طؼضص خطش حُؼَٔ حلاشظشحؽخص 

حُٔطِٞرش لإؿشحء حُظلغ٤٘خص حُلاصٓش ػ٠ِ طٞؿٜخص 

حلأٖٓ حُغ٤زشح٢ٗ ػ٠ِ ٓغظٟٞ حُلٌٞٓش ٝحُوطخع 

حُخخص ٝك٤خس حلأكشحد ًزُي، ٝع٤ظْ طلذ٣ذ ٓشحكَ 

٤ـ٤ش ٓشحهزش ٝه٤خط حُظوذّ حُٔلشص ك٢ ط٘ل٤ز حلاعظشحط

 ٝطلذ٣ذح  رخظٞص كؼخ٤ُش طذحر٤ش أٖٓ حُٔؼِٞٓخص.
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7.2 National CyberSecurity Capabilities  ٍٕ7.2 ئِىبُٔبد الأِٓ اٌغُجشأٍ اٌىط 

 
To evolve and establish a mature, digitally safe and 

secure Jordan, there are key high-level capabilities 

required to establish and manage effective cyber 

security. These capabilities can be established and 

grown incrementally and concurrently, in line with 

the strategic priorities, to ensure the delivery of the 

strategic objectives. Each capability has a number of 

supporting functions that will also be built and 

matured over time, this will include the National 

CyberSecurity Commission, in order to fully realise 

and manage the National CyberSecurity Strategy. The 

National CyberSecurity Commission will be at the 

heart of the national unified approach to cybersecurity 

including development of the key cyber security 

capabilities: 

● Strategy Development, Policy Creation and 

Enforcement; 

● Enterprise Preparation and National Cyber 

Awareness; 

● Academia, National Skills, and Investment; 

● Cyber Incident Response and Management; 

● Critical Network Infrastructure Cyber Risk and 

Compliance; 

● Operational and Threat Intelligence Research; 

● Situational Awareness Monitoring and Reporting; 

● International Relationships and Partnerships. 

٣غظِضّ حُٞطٍٞ رخٌُِٔٔش ا٠ُ كخُش حُ٘ؼٞؽ ٝحلأٖٓ  

حُشه٢ٔ ٝؿٞد آٌخ٤ٗخص ٝؽ٤٘ش ػخ٤ُش حُٔغظٟٞ ٖٓ حؿَ 

طؤع٤ظ ٝادحسس حلأٖٓ حُغ٤زشح٢ٗ رلؼخ٤ُش، ٣ٌٖٝٔ ا٣ـخد 

ٌٓخ٤ٗخص ٝط٤ٔ٘ظٜخ رشٌَ طذس٣ـ٢ ٝٓظضحٖٓ طِي حلإ

٣ظٞحكن ٓغ حلأ٣ُٞٝخص حلاعظشحط٤ـ٤ش ُظلو٤ن حلأٛذحف 

 حلاعظشحط٤ـ٤ش.  

طظطِذ حلإٌٓخ٤ٗخص حُٞؽ٤٘ش ُلأٖٓ حُغ٤زشح٢ٗ ا٣ـخد ػذد 

ٖٓ حُٔئعغخص ٝحُٞظخثق حُذحػٔش ٝحُظ٢ عظظطٞس 

طذس٣ـ٤خ  ٓغ حُٞهض، ٝحُظ٢ ٖٓ ر٤ٜ٘خ اٗشخء ٤ٛجش ٝؽ٤٘ش 

زشح٢ٗ ُظؼَٔ ػ٠ِ ططز٤ن ٝادحسس ُلأٖٓ حُغ٤

حلاعظشحط٤ـ٤ش، ٝع٤ٌٕٞ ٤ُِٜجش دٝس ٓشًض١ ك٢ ط٘ل٤ز 

حُظٞؿٚ حُٞؽ٢٘ حُٔٞكذ طـخٙ حلأٖٓ حُغ٤زشح٢ٗ، رٔخ ك٢ 

رُي طط٣ٞش حلإٌٓخ٤ٗخص حلأعخع٤ش حُظخ٤ُش ك٢ ٓـخٍ حلأٖٓ 

 حُغ٤زشح٢ٗ:

 طط٣ٞش حلاعظشحط٤ـ٤ش ٝاػذحد حُغ٤خعخص ٝاٗلخرٛخ. ●

حلاعظؼذحد حُٔئعغ٢ ٝحُظٞػ٤ش حُٞؽ٤٘ش  ●

 حُغ٤زشح٤ٗش. 

 حُٜٔخسحص حُٞؽ٤٘ش ٝحلأًخد٤ٔ٣ش ٝحلاعظؼٔخس. ●

 ادحسس حُلٞحدع حُغ٤زشح٤ٗش ٝحلاعظـخرش ُٜخ. ●

حُٔخخؽش حُغ٤زشح٤ٗش حُٔظؼِوش رخُشزٌخص حُلغخعش  ●

 ٝحلاعظـخرش ُٜخ.

اؿشحء حلأرلخع ك٢ ٓـخٍ ػ٤ِٔخص ًشق ٝادحسس  ●

 حُظٜذ٣ذحص.

 خُٞهخثغ ٝحلإرلاؽ ػٜ٘خ.ٓشحهزش حُٞػ٢ ر ●

 حُؼلاهخص ٝحُششحًخص حُذ٤ُٝش. ●

 

  

   

7.3 National CyberSecurity Commission  ٍٔ7.3 اٌهُئخ اٌىطُٕخ ٌلأِٓ اٌغُجشا 

 
The National Cyber Security Commission is the 

centre of excellence for cyber security and provides 

active cyber defence to detect and respond to cyber 

incidents and acts as a link between Government, 

business, academia and citizens in the delivery of the 

National CyberSecurity Strategy.  

Key responsibilities include: 

طؼظزش ح٤ُٜجش حُٞؽ٤٘ش ُلأٖٓ حُغ٤زشح٢ٗ ٓشًضح  ُِظ٤ٔض ك٢  

ٓـخٍ حلأٖٓ حُغ٤زشح٢ٗ، ٝطٞك٤ش حُذكخع حُغ٤زشح٢ٗ حُلؼخٍ 

ُـخ٣خص حُظلش١ ٝحلاعظـخرش ُلٞحدع حلأٖٓ حُغ٤زشح٢ٗ، 

حلأػٔخٍ  ٝعظؼَٔ ًلِوش ٝطَ ر٤ٖ حُلٌٞٓش ٝهطخػخص

ٝحُوطخػخص حلأًخد٤ٔ٣ش ٝحُٔٞحؽ٤ٖ٘ ُـخ٣خص طلو٤ن 

 أٛذحف حلاعظشحط٤ـ٤ش.

 رٔخ ٢ِ٣: اٌّغإوٌُبد اٌشئُغُخ ٌٍهُئخطظٔؼَ 

 

 ● Collating and analysing information from diverse 

sources to inform the cyber threat assessment and 

identity anomalous behaviour for investigation and 

action; 

ؿٔغ ٝطل٤َِ حُٔؼِٞٓخص ٝحُز٤خٗخص ٖٓ ٓظخدس  ● 

ٓظ٘ٞػش ُلإرلاؽ ػٖ طوذ٣شحص حُظٜذ٣ذحص حُغ٤زشح٤ٗش 

ٝحلإػلاّ ػٖ ع٤ًِٞخص ٓـ٢ُٜٞ ح٣ُٜٞش ُـخ٣خص 

 حُظلو٤ن ٝحطخخر حلإؿشحءحص حُٔ٘خعزش.

 

 ● Establishing the appropriate legal capability to 

support the management and discharge of all the 
ا٣ـخد حلإٌٓخ٤ٗخص حُوخ٤ٗٞٗش حُلاصٓش ُذػْ ادحسس  ● 

ؿ٤ٔغ حُٔظطِزخص حُوخ٤ٗٞٗش ٝحُظ٘ظ٤ٔ٤ش حُٔظؼِوش 
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cyber related legal and regulatory requirements 

needed to execute the National CyberSecurity 

Strategy. 

حُغ٤زشح٤ٗش حُلاصٓش ُظ٘ل٤ز رخلأٓٞس حلأ٤٘ٓش 

 حلاعظشحط٤ـ٤ش.

 ● Strategic planning to determine future requirements 

that could influence strategic cyber direction, as 

well as testing current capabilities to provide 

assurance that expected levels of cyber security is in 

place, or to identify areas for improvement. 

حُظخط٤ؾ حلاعظشحط٤ـ٢ ُظلذ٣ذ حُٔظطِزخص  ● 

حُٔغظوز٤ِش حُظ٢ هذ طئػش ػ٠ِ حطـخٛخص حلأٖٓ 

حُغ٤زشح٢ٗ حلاعظشحط٤ـ٢ رخلإػخكش ا٠ُ حُظلون ٖٓ 

حلإٌٓخ٤ٗخص حُلخ٤ُش ُؼٔخٕ طلؼ٤َ حُٔغظ٣ٞخص 

ٓـخلاص حُٔظٞهؼش ٖٓ حلأٖٓ حُغ٤زشح٢ٗ أٝ ُظلذ٣ذ 

 حُظط٣ٞش ك٤ٜخ.

 

 ● Assessing cyber tools, products and services for 

their suitability for use and developing new tools 

and approaches for use by cyber professionals 

across the country; 

طو٤٤ْ حلأدٝحص ٝحُٔ٘ظـخص ٝحُخذٓخص حُغ٤زشح٤ٗش  ● 

ُلاعظخذحّ ٝطط٣ٞش أدٝحص ٖٓ ك٤غ ٓلاءٓظٜخ 

ٜٝٓ٘ـ٤خص ؿذ٣ذس لاعظخذحٜٓخ ٖٓ هزَ ح٤٤ُٜٖ٘ٔ 

 حُٔخظظ٤ٖ ك٢ حُٔـخٍ حُغ٤زشح٢ٗ ك٢ حٌُِٔٔش.

 

 ● Developing good guidance and standards to set out 

expectations for all elements of cyber security; 

طط٣ٞش حُٔؼخ٤٣ش ٝحلإسشخدحص حُظل٤لش ُظلذ٣ذ  ● 

 حُظٞهؼخص ُـ٤ٔغ ػ٘خطش حلأٖٓ حُغ٤زشح٢ٗ.

 

 ● Identifying critical national assets that could be 

threatened by cyber incidents causing significant 

impact and conducting and maintaining risk 

assessments of these assets to identify and 

implement prioritised measures to manage 

identified risks; 

ٜذدَّس  ●  ُٔ طلذ٣ذ حلأطٍٞ حُٞؽ٤٘ش حُلغخعش حُ

رخُلٞحدع حُغ٤زشح٤ٗش رحص حلأػش حُـٞٛش١ ٝادحٓش 

اؿشحء طو٤٤ْ ُِٔخخؽش حُظ٢ طظؼشع ُٜخ طِي 

حلأطٍٞ ٖٓ أؿَ طلذ٣ذ ٝط٘ل٤ز حُظذحر٤ش رحص 

ُٔلذدس.  حلأ٣ُٞٝش لإدحسس حُٔخخؽش حُ

 

 ● Developing a clear understanding of the cyber 

environment in which national and private sector 

organisations are operating to support threat 

awareness and cyber security measures; 

طط٣ٞش كْٜ ٝحػق ُِز٤جش حُغ٤زشح٤ٗش حُظ٢ طؼَٔ  ● 

ك٤ٜخ ٓئعغخص حُوطخػ٤ٖ حُؼخّ ٝحُخخص ٝرُي 

حُٞػ٢ رخُظٜذ٣ذحص ٝحُظذحر٤ش حلأ٤٘ٓش  ُض٣خدس

 حُغ٤زشح٤ٗش.

 

 ● Providing mechanisms to collate and disseminate 

cyber-related alerts to end user organisations, so 

that organisations have as much opportunity as 

possible to manage the impact of cyber incidents; 

آ٤ُخص ُـٔغ ٝٗشش حُظ٘ز٤ٜخص حُغ٤زشح٤ٗش طٞك٤ش  ● 

ٌُخكش ٓٞظل٢ حُٔئعغخص حُظ٢ طؼذ ٓغظخذٓخ  

ٜٗخث٤خ ، ٓٔخ ٣ٌُٖٔ حُٔئعغخص حُٞؽ٤٘ش ٖٓ ادحسس 

 آػخس حُلٞحدع حُغ٤زشح٤ٗش ا٠ُ أهظ٠ كذ ٌٖٓٔ.

 

 ● Defining and implementing a consistent and 

effective approach to the management of cyber-

related incidents to ensure that organisations are 

able to contain them and taking a leadership role 

where appropriate; 

ٝػغ ٝط٘ل٤ز ٜٓ٘ـ٤ش ٓظغّوش ٝكؼخُش لإدحسس  ● 

حُلٞحدع حُغ٤زشح٤ٗش ُؼٔخٕ هذسس حُٔئعغخص ػ٠ِ 

حكظٞحء طِي حُلٞحدع ٝحطخخر حُذٝس حُو٤خد١ ك٤ؼٔخ 

 ُضّ حلأٓش.

 

 ● Developing the national and organisational 

capabilities to respond quickly to cyber incidents 

through improving the tools, people and processes 

that need to act whilst events are still happening; 

طط٣ٞش حلإٌٓخ٤ٗخص حُٞؽ٤٘ش ٝحُٔئعغ٤ش ٖٓ أؿَ  ● 

، طلو٤ن حلاعظـخرش حُغش٣ؼش ُِلٞحدع حُغ٤زشح٤ٗش

طط٣ٞش حلأدٝحص ٝطؤ٤َٛ ٝرُي ٖٓ خلاٍ 

حلأشخخص ٝحُؼ٤ِٔخص حُظ٢ ٣ـذ إٔ ٣ظْ طلؼ٤ِٜخ 

 أػ٘خء كظٍٞ حُلٞحدع.

 

 ● Providing technical and forensic investigative 

techniques for cyber related incidents that can be 

legally admissible where necessary; 

طٞك٤ش طو٤٘خص ٝأعخ٤ُذ حُظلو٤ن حُل٢٘ ٝحُـ٘خث٢ ك٢  ● 

حُلٞحدع حُغ٤زشح٤ٗش حُظ٢ ٣ٌٖٔ حلاػظٔخد ػ٤ِٜخ 

 ًؤدُش ُلإػزخص حُوخ٢ٗٞٗ ػ٘ذ حُلخؿش.

 

 ● Identifying and mitigating the people related risks 

to information assets, including those given 

authorised access to those assets; 

طلذ٣ذ ٝطو٤َِ حُٔخخؽش حُظ٢ هذ طِلن رخُٔؼِٞٓخص،  ● 

ٍ سع٤ٔخ   ّٞ ٝحُٔظظِش رخُؼ٘ظش حُزشش١ حُٔخ

رخُٞطٍٞ ا٠ُ طِي حلأطٍٞ )حُٔطِؼٕٞ حُذحخ٤ِٕٞ 

Insiders.) 
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 ● Verification of an organisation‟s compliance with 

its own and external cyber security requirements 

through assessment against relevant policies, 

standards and guidelines and the provision of 

constructive feedback aimed at enabling 

improvement; 

حُظلون ٖٓ حٓظؼخٍ حُٔئعغخص ُٔظطِزخص حلأٖٓ  ● 

حُغ٤زشح٢ٗ عٞحء حُٔظطِزخص حُخخطش رٜخ أٝ 

حُٔظطِزخص حُخخسؿ٤ش ٝرُي ٖٓ خلاٍ طو٤٤ْ 

حُٔٔخسعخص ػ٠ِ ػٞء حُغ٤خعخص ٝحُٔؼخ٤٣ش 

ٝحُظٞؿ٤ٜخص ٝطوذ٣ْ حُظـز٣ش حُشحؿؼش حُز٘خّءس حُٜخدكش 

 ا٠ُ حُظلغ٤ٖ.

 

 ● Defining physical security measures necessary to 

protect cyber assets from accidental or deliberate 

acts. 

حُظذحر٤ش حلأ٤٘ٓش حُٔخد٣ش حُلاصٓش ُلٔخ٣ش طلذ٣ذ  ● 

حلأطٍٞ حُغ٤زشح٤ٗش ٖٓ حلأػٔخٍ حُؼشػ٤ش أٝ 

 حُٔظؼٔذس.

 

 The establishment and operation of a properly and 

appropriately resourced National CyberSecurity 

Commission enables Government and the private 

sector to work more effectively together to enhance 

information security capability and capacity. 

ٌّ ع٤ُ   ٖ اٗشخء ح٤ُٜجش حُٞؽ٤٘ش ُلأٖٓ حُغ٤زشح٢ٗ ٝطلؼ٤َ ٔ

دٝسٛخ ًٔئعغش طظٔظغ رخُٔٞحسد حُلاصٓش ٝحُٔ٘خعزش 

حُلٌٞٓش ٝحُوطخع حُخخص ٖٓ حُؼَٔ ٓؼخ  رلؼخ٤ُش أًزش 

 حُٔؼِٞٓخص.ٖٓ أؿَ طؼض٣ض هذسس ًٝلخءس أٖٓ 

 

 
Immediate priorities for the newly established 

National CyberSecurity Commission are: 

الأوٌىَبد اٌٍّذخ ٌٍهُئخ اٌىطُٕخ ٌلأِٓ  ٝطظٔؼَ 

 ػ٘ذ ٗشؤطٜخ رٔخ ٢ِ٣: اٌغُجشأٍ

 

 Leadership and Governance to:   ،ٝرُي ُظلو٤ن حُـخ٣خص حُظخ٤ُش:اٌمُبدح واٌذىوّخ  

 ● Develop and maintain the National CyberSecurity 

Strategy to direct the development of national cyber 

security capabilities. 

طط٣ٞش حلاعظشحط٤ـ٤ش حُٞؽ٤٘ش ُلأٖٓ حُغ٤زشح٢ٗ  ● 

ٝادحٓظٜخ ُظٞؿ٤ٚ ػ٤ِٔش طط٣ٞش حلإٌٓخ٤ٗخص حُٞؽ٤٘ش 

 ك٢ ٓـخٍ حلآٖ حُغ٤زشح٢ٗ

 

 ● Lead national collaboration and promote 

information sharing across all national entities to 

further cyber security. 

ه٤خدس حُظؼخٕٝ ػ٠ِ حُٔغظٟٞ حُٞؽ٢٘ ٝدػْ طزخدٍ  ● 

حُٔؼِٞٓخص ر٤ٖ ؿ٤ٔغ حُـٜخص حُٞؽ٤٘ش ُظؼض٣ض حلأٖٓ 

 حُغ٤زشح٢ٗ.

 ● Ensure that the National CyberSecurity 

Commission has the authority and skills to 

influence entities to comply with policies and 

direction and to intervene where necessary to bring 

entities in line with national priorities, policies and 

direction. 

ػٔخٕ طٔظغ ح٤ُٜجش حُٞؽ٤٘ش ُلأٖٓ حُغ٤زشح٢ٗ  ● 

حُـٜخص  ُِظؤػ٤ش ػ٠ِ رخُٜٔخسحص ٝحُظلاك٤خص حٌُخك٤ش

رخُغ٤خعخص ٝحُظٞؿٜخص ُِٝظذخَ حُٔخظِلش ٝحُضحٜٓخ 

ػ٘ذ حُؼشٝسس رٔخ ٣ٌلَ حُظضحّ ٓخظِق حُـٜخص 

 .رخلأ٣ُٞٝخص ٝحُغ٤خعخص ٝحُظٞؿٜخص حُٞؽ٤٘ش 

 ● Embed the right accountable authorities within 

entities to take local responsibility for the 

development and operation of cyber security. 

طخ٣َٞ حُـٜخص حُٔ٘خعزش ُذٟ ٓخظِق حُٔئعغخص  ● 

رخُظلاك٤خص حُلاصٓش ُظظ٠ُٞ رذٝسٛخ طط٣ٞش ٝطلؼ٤َ 

حلأٖٓ حُغ٤زشح٢ٗ ػ٠ِ ٓغظٟٞ حُٔئعغش ُظط٣ٞش 

ٝادحسس ػ٤ِٔخص حلأٖٓ حُغ٤زشح٢ٗ دحخَ حُٔئعغش 

 حُـٜخص.ٝٓغخءُش ٛزٙ 

A
c

ti
o

n
 P

la
n

 

1. Identification and appointment of the right people 

into key leadership roles within the new 

organisational structures. 

طلذ٣ذ ٝطؼ٤٤ٖ حلأشخخص حُٔلاث٤ٖٔ ك٢ حلأدٝحس  .0 

 حُٔئعغخص حُـذ٣ذس٤ٛخًَ حُو٤خد٣ش حُشث٤غ٤ش ػٖٔ 

ً
طخ اٌؼّ

خ
 

2.  Development of the terms of reference for each 

key leader. 

 طط٣ٞش حلأكٌخّ حُٔشؿؼ٤ش ٌَُ هخثذ سث٤غ٢ .2 

3. Establishment of the appropriate authorities for 

each leader to operate. 

 طلذ٣ذ حُظلاك٤خص حُٔلاثٔش ٌَُ هخثذ  .2 

4. Establishing appropriate responsible and 

accountable owners for cyber security at executive 

leadership and operational levels within entities. 

طلذ٣ذ حُٔغئ٤ُٖٝ ػٖ حلأٖٓ حُغ٤زشح٢ٗ ػٖٔ  .4 

ٓغظ٣ٞخص حلإدحسس حُظ٘ل٤ز٣ش ٝحُٔغظ٣ٞخص حُظشـ٤ِ٤ش 

 ػٖٔ طِي حُـٜخص
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International Collaboration to:   ،ٌٍٝرُي رٜذف طلو٤ن ٓخ ٢ِ٣:اٌزؼبوْ اٌذو  

 ● Establish appropriate regional and international 

relations to collaborate effectively with like-minded 

governments and organisations on cyber-related 

issues to derive national benefit. 

ٝحُذ٤ُٝش حُٔلاثٔش ٖٓ أؿَ اٗشخء حُؼلاهخص حلإه٤ٔ٤ِش  ● 

حُظؼخٕٝ رلؼخ٤ُش ٓغ حُلٌٞٓخص ٝحُٔئعغخص حُٔٔخػِش 

ك٤ٔخ ٣ظؼِن روؼخ٣خ حلأٖٓ حُغ٤زشح٢ٗ ُظلو٤ن حُٔ٘لؼش 

 حُٞؽ٤٘ش.

 

 ● Build and maintain robust international alliances 

and partnerships to deter shared threats and increase 

international security and stability. 

ر٘خء ٝادحٓش طلخُلخص ٝششحًخص د٤ُٝش ٓظ٤٘ش ُشدع  ● 

حُظٜذ٣ذحص حُٔشظشًش ٝطؼض٣ض حلأٖٓ ٝحلاعظوشحس 

 حُذ٢ُٝ.

 

A
c

ti
o

n
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1. Broker international and regional agreements at the 

most senior levels of Government to collaborate on 

the appropriate sharing of cyber intelligence; 

حُذخٍٞ ك٢ حلاطلخه٤خص حلإه٤ٔ٤ِش ٝحُذ٤ُٝش ػ٠ِ أػ٠ِ  .0 

حُٔغظ٣ٞخص حُل٤ٌٓٞش ٖٓ أؿَ حُظؼخٕٝ ك٢ طزخدٍ 

 حُٔؼِٞٓخص حلاعظخزخسحط٤ش حُغ٤زشح٤ٗش رخُشٌَ حُٔ٘خعذ.

ً
طخ اٌؼّ

خ
 

2. Broker international agreements that enable Jordan 

to benefit from and contribute to cutting edge cyber 

research and development; 

. حُذخٍٞ ك٢ حلاطلخه٤خص حُذ٤ُٝش حُظ٢ طؼَٔ ػ٠ِ ط٤ٌٖٔ 2 

حلأسدٕ ٖٓ حُٔغخٛٔش ك٢ حُظط٣ٞش ٝحلأرلخع حُغ٤زشح٤ٗش 

 حُٜخٓش ٝحلاعظلخدس ٜٓ٘خ.

3. Broker international legal agreements that enable 

collaboration in bringing cyber criminals to justice; 

حُذخٍٞ ك٢ حلاطلخه٤خص حُوخ٤ٗٞٗش حُذ٤ُٝش حُظ٢ طٌٖٔ  .2 

 ٖٓ حُظؼخٕٝ ك٢ طوذ٣ْ حُٔـش٤ٖٓ حُغ٤زشح٤٤ٖٗ ُِؼذحُش.

4. Influence and shape international and regional 

policies related to cyber security; 

حُظؤػ٤ش ػ٠ِ طش٤ٌَ حُغ٤خعخص حلإه٤ٔ٤ِش ٝحُذ٤ُٝش   .4 

 حُٔظؼِوش رخلأٖٓ حُغ٤زشح٢ٗ.

5. Broker international and regional agreements on 

the cyber controls that each country has in place. 

. حُذخٍٞ ك٢ حلاطلخه٤خص حلإه٤ٔ٤ِش ٝحُذ٤ُٝش حُٔظؼِوش 2 

 حُٔطزوش ك٢ ًَ دُٝش.رخُؼٞحرؾ حُغ٤زشح٤ٗش 

 Sector Engagement to:   ،ٝرُي رٜذف طلو٤ن ٓخ ٢ِ٣:ئششان اٌمطبػبد  

 ● Work within and across sectors to develop focused 

sector understanding of cyber security issues. 

Communicate and develop sector focused 

capabilities that enable those issues to be better 

addressed. 

حُؼَٔ ٓغ ٓخظِق حُوطخػخص ُِظٞطَ ا٠ُ كْٜ  ● 

هطخػ٢ ٓشًض١ ُوؼخ٣خ حلأٖٓ حُغ٤زشح٢ٗ ٝطط٣ٞش 

هذسحص هطخػ٤ش ٓشًضس طٌٖٔ ٖٓ حُظؼخَٓ ٓغ طِي 

 حُوؼخ٣خ رخُشٌَ حلأٓؼَ.

 

 ● Understand the different sectors and their unique 

threat profiles as a product of how they use 

information, the value of that information to threat 

actors and the operational systems and services in 

place. 

طلْٜ ٓخظِق حُوطخػخص ٝأشٌخٍ حُظٜذ٣ذ حُخخطش رٌَ  ● 

هطخع ٜٓ٘خ ٝرُي حٗطلاهخ  ٖٓ إٔ حُظٜذ٣ذ ٣ؼذ ٗظ٤ـش 

حُوطخػخص ُِٔؼِٞٓخص ُٝو٤ٔش لأعِٞد حعظؼٔخٍ طِي 

طِي حُٔؼِٞٓخص رخُ٘غزش ُـٜخص حُظٜذ٣ذ ٝحلأٗظٔش 

 حُظشـ٤ِ٤ش ٝحُخذٓخص حُٔطزوش.

 

 ● Focus cyber security support from the very basic 

guidance, to intelligence sharing, to the central 

deployment of active security tools through 

Security Operating Centres. 

طش٤ًض دػْ حلأٖٓ حُغ٤زشح٢ٗ رذءح  ٖٓ ٓشكِش حلإسشخد  ● 

حلأعخع٢، ٓشٝسح  رظشخسى حُٔؼِٞٓخص حلاعظخزخسحط٤ش 

ٝٝطٞلا ا٠ُ اؽلام أدٝحص أ٤٘ٓش ٓشًض٣ش ٖٓ خلاٍ 

 ٓشحًض حُؼ٤ِٔخص حلأ٤٘ٓش.

 

 ● Build trust through engagement across the different 

sectors and enable appropriate sharing of 

information and support in line with strategic cyber 

security priorities. 

ر٘خء حُؼوش ٖٓ خلاٍ حُٔشخسًش ك٢ ٓخظِق حُوطخػخص  ● 

ٝط٤ٌٖٔ حُٔشخسًش حُٔ٘خعزش ُِٔؼِٞٓخص ٝحُذػْ رٔخ 

 ٣ظٞحكن ٓغ حلأ٣ُٞٝخص حلاعظشحط٤ـ٤ش ُلأٖٓ حُغ٤زشح٢ٗ.

 

 ● Provide certified cyber security-related advice and 

guidance to support national and organisational 

entities in achieving the objectives set out in the 

National CyberSecurity Strategy. 

طٞك٤ش حُٔشٞسس ٝحلإسشخدحص حُٔئِٛش حُٔظؼِوش رخلأٖٓ  ● 

حُٔئعغخص حُٞؽ٤٘ش ك٢ طلو٤ن حُغ٤زشح٢ٗ ُذػْ 

 أٛذحكٜخ حُٔ٘ظٞص ػ٤ِٜخ ك٢ ٛزٙ حلاعظشحط٤ـ٤ش.
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1. Create and maintain sector cyber security 

interest groups for the discussion and 

exchange of information and intelligence 

within and between sectors. 

هطخػ٤ش ٜٓظٔش رخلأٖٓ اٗشخء ٝادحٓش ٓـٔٞػخص  .0 

حُغ٤زشح٢ٗ؛ ُٔ٘خهشش ٝطزخدٍ حُٔؼِٞٓخص 

ٝحلاعظخزخسحص دحخَ حُوطخع رحطٚ ٝك٤ٔخ ر٤ٖ 

 حُوطخػخص حُٔخظِلش.

ً
طخ اٌؼّ

خ
 

2. Identify sector specific cyber security skills 

gaps and develop a strategy to grow and 

apply the relevant expertise where it is most 

strategically important 

طلذ٣ذ حُلـٞحص ك٢ ٜٓخسحص أٖٓ حُٔؼِٞٓخص  .2 

حُخخطش ػٖٔ ًَ هطخع ٝاػذحد حعظشحط٤ـ٤ش ُز٘خء 

ٝططز٤ن حُخزشس حٌُٔظغزش ك٤ؼٔخ ٣ٌٕٞ ُزُي أ٤ٔٛش 

 حعظشحط٤ـ٤ش.

3. Develop and implement arrangements for 

formal downwards sharing of central 

intelligence and information based on 

strategic cyber security priorities including 

threat alerts 

طط٣ٞش ٝط٘ل٤ز طشط٤زخص حُٔشخسًش حُشع٤ٔش حُز٤٘٤ش  .2 

ُلاعظخزخسحص حُٔشًض٣ش ٝحُٔؼِٞٓخص ػ٠ِ 

حُٔغظٟٞ حلأعخع٢ ر٘خء  ػ٠ِ حلأ٣ُٞٝخص 

خ ك٢ حلاعظشحط٤ـ٤ش حُخخطش رخلأٖٓ حُغ٤زشح٢ٗ رٔ

 رُي اخطخسحص حُظٜذ٣ذ.

4. Draw on sector expertise to inform 

Government strategy and capability. 

حلاػظٔخد ػ٠ِ حُخزشس حٌُٔظغزش ٌَُ هطخع ُشكذ  .4 

 حلاعظشحط٤ـ٤خص ٝحُوذسحص حُل٤ٌٓٞش.

 Education and Training to:   ُظلو٤ن ٓخ ٢ِ٣:اٌزؼٍُُ واٌزذسَت  

 ● Establish a school curriculum to ensure that we 

attract, develop and nurture future talent to address 

the shortage of young people entering the cyber 

security profession; 

طط٣ٞش ٓ٘خٛؾ دسحع٤ش ٛذكٜخ ؿزد ٝطط٣ٞش ٝطـز٣ش  ● 

حُٔٞحٛذ حُٔغظوز٤ِش ُٔؼخُـش حُ٘وض ك٢ أػذحد حُشزخد 

 حُٔ٘خشؽ٤ٖ ك٢ حُٜٖٔ حُٔظؼِوش رخلأٖٓ حُغ٤زشح٢ٗ.

 

 ● Develop the underpinning education, training and 

development and career paths for cyber 

professionals as well as identifying capabilities 

from commercial sources and partners that can 

provide capability. 

طط٣ٞش حُظؼ٤ِْ ٝحُظذس٣ذ ٝحُٔغخسحص ح٤ُٜ٘ٔش ٤٤ُِٜٖ٘ٔ  ● 

حُؼخ٤ِٖٓ ك٢ هطخع حلأٖٓ حُغ٤زشح٢ٗ ٝطلذ٣ذ حٌُلخءحص 

ُذٟ حُٔئعغخص حُظـخس٣ش ٝحُششًخء ٖٓٔ ٣ٌْٜٔ٘ 

 طوذ٣ْ ٛزٙ حٌُلخءحص.

 

A
c
ti
o

n
 P

la
n
 

1. Establish mechanisms for measuring National 

Cyber capabilities; 

 آ٤ُخص ه٤خط حُوذسحص حُٞؽ٤٘ش حُغ٤زشح٤ٗشٝػغ       .0 

ً
طخ اٌؼّ

خ
 

2. Assess the Nation‟s current Cyber Security 

capabilities and capacities; 

طو٤٤ْ ًلخءحص ٝهذسحص حلأٖٓ حُٞؽ٢٘ حُغ٤زشح٢ٗ       .2 

 حُلخ٤ُش

3.  Develop national and organisational cyber security 

capability targets for qualifications, skills, structure 

and capacity; 

.      طط٣ٞش أٛذحف حلإٌٓخ٤ٗخص حُٞؽ٤٘ش ٝحُٔئعغ٤ش 2 

ُلأٖٓ حُغ٤زشح٢ٗ ٖٓ ك٤غ حُٔئٛلاص ٝحُٜٔخسحص 

 ٝح٤ُٜخًَ ٝحُوذسحص.

4. Prioritise and sequence the development of 

capabilities in support of the National CyberSecurity 

Strategy; 

طلذ٣ذ أ٣ُٞٝخص ٝطغِغَ طط٣ٞش حلإٌٓخ٤ٗخص ك٢    .4 

 دػْ حلاعظشحط٤ـ٤ش حُٞؽ٤٘ش ُلأٖٓ حُغ٤زشح٢ٗ

5.  Assess the most critical gaps that needs addressing  2.    اػطخء حلأ٣ُٞٝش ُظو٤٤ْ حُؼـشحص حلأًؼش أ٤ٔٛش

 ٝٓؼخُـظٜخ.
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as a priority; 

6.  Learn from international allies about what works 

and what does not in growing national cyber 

capability and capacity; 

حلاعظلخدس ٖٓ حُلِلخء حُذ٤٤ُٖٝ ك٢ طط٣ٞش حٌُلخءس    .6 

حُغ٤زشح٤ٗش حُٞؽ٤٘ش ٖٓ ك٤غ حُظؼشف ػ٠ِ حلأعخ٤ُذ 

 حُ٘خؿؼش ُٜزٙ حُـخ٣ش

7. Develop a short-term plan to buy in the right 

capabilities where they are needed before they can be 

developed internally; 

طط٣ٞش خطش هظ٤شس حُٔذٟ لاعظوطخد حٌُلخءحص    .7 

حُؼشٝس٣ش دحخ٤ِخ  ُغذ ٓٞحؽٖ حُلخؿش ا٠ُ ك٤ٖ حُظٌٖٔ 

 ٖٓ طؤ٤َٛ حٌُلخءحص دحخ٤ِخ .

8.  Procure and deliver international education 

courses and qualifications to fix near to medium term 

skills gaps; 

حعظوطخد ٝطط٣ٞش حُٔغخهخص حُظؼ٤ٔ٤ِش حُذ٤ُٝش    .8 

ٝحُٔئٛلاص ٖٓ أؿَ اطلاف حُؼـشحص ك٢ حُٜٔخسحص 

 ػ٠ِ حُٔذٟ شزٚ حُٔظٞعؾ.

9. Develop career paths and benefits that encourage 

capability direction in support of the National 

CyberSecurity Strategy; 

طط٣ٞش حُٔغخسحص حُٞظ٤ل٤ش ٝحُلٞحكض حُظ٢ طؼَٔ    .9 

 ػ٠ِ طشـ٤غ ٝطٞؿ٤ٚ حٌُلخءحص ُذػْ حلاعظشحط٤ـ٤ش.

10.  Develop internal education, training and 

development to grow skills and capacity; 

. طط٣ٞش حُظؼ٤ِْ ٝحُظذس٣ذ حُذحخ٢ِ ُظ٤ٔ٘ش حُٜٔخسحص 01 

 ٝحٌُلخءحص

11.  Invest in the right technologies and facilities 

needed to enable the development, establishment and 

operation of cyber capabilities; 

ٝحُٔشحكن حُلاصٓش . حلاعظؼٔخس ك٢ حُظٌُ٘ٞٞؿ٤خص 00 

 ُظ٤ٌٖٔ طط٣ٞش ٝاٗشخء ٝطشـ٤َ حٌُلخءحص حُغ٤زشح٤ٗش

12. Develop national and organisational policies and 

standards that enable capabilities to be realised 

. طط٣ٞش حُغ٤خعخص ٝحُٔؼخ٤٣ش حُٞؽ٤٘ش ٝحُٔئعغ٤ش 02 

 حُظ٢ طؼَٔ ػ٠ِ ر٘خء حٌُلخءحص ٝط٤ٌٜٔ٘خ

13. Establish appropriate National legal frameworks 

where appropriate to support the successful 

development and working of Cyber capabilities. 

.  اٗشخء حلأؽش حُوخ٤ٗٞٗش حُٞؽ٤٘ش حُٔلاثٔش ك٤ؼٔخ 02 

أٌٖٓ ُذػْ حُظط٣ٞش حُ٘خؿق ٌُِلخءحص حُغ٤زشح٤ٗش ٝأدحثٜخ 

 .ُؼِٜٔخ
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8 Strategy Milestones for 2023   َ8 2023ِؼبٌُ الاعزشارُجُخ دزً اٌؼب 

8.0 Key Milestones 

The key milestones for this Strategy are as 

follows: 

 اٌّؼبٌُ اٌشئُغُخ 

عظٌٕٞ حُٔؼخُْ حُشث٤غ٤ش ُٜزٙ حلاعظشحط٤ـ٤ش ػ٠ِ حُ٘لٞ 

 ح٥ط٢:

8.1 

 ● Clearly define the membership, lines of 

communication, roles and responsibility, and 

empower the CyberSecurity Council to 

prioritise and coordinate Jordan‟s approach 

towards cyber security. 

طلذ٣ذ آ٤ُش حلاٗظغخد ا٠ُ ٓـِظ حلأٖٓ حُغ٤زشح٢ٗ  ● 

ٝؽشم حُظٞحطَ ٓؼٚ ٝحلأدٝحس ٝحُٔغئ٤ُٝخص 

حُٔ٘ٞؽش رٚ؛ ٝط٤ٌٔ٘ٚ ٖٓ طلذ٣ذ حلأ٣ُٞٝخص 

 ٝط٘غ٤ن حُٜٔ٘ـ٤ش حلأسد٤ٗش طـخٙ حلأٖٓ حُغ٤زشح٢ٗ.

 

 ● To establish the Jordanian National 

CyberSecurity Commission that will lead on 

the implementation of cyber security and 

development of a national implementation and 

action plans, and the development of the 

needed capabilities. The Commission will be 

operating across Government, Defence and 

Security, Finance and Private sectors. 

 
ُلأٖٓ حُغ٤زشح٢ٗ  حلأسد٤ٗش اٗشخء ح٤ُٜجش حُٞؽ٤٘ش ●

ططز٤ن حلأٖٓ حُغ٤زشح٢ٗ حُٞؽ٢٘ ه٤خدس ظ٠ُٞ ظُ

ٝطط٣ٞش ٝط٘ل٤ز خطؾ حُؼَٔ حُٞؽ٤٘ش ًٝزُي 

طط٣ٞش حٌُلخءحص حُلاصٓش، ٝعظؼَٔ ح٤ُٜجش ػ٠ِ 

 ٓغظٟٞ حُلٌٞٓش ٝحُـٜخص حُذكخػ٤ش ٝحلأ٤٘ٓش

 ٝحُوطخػخص حُٔخ٤ُش ٝحُوطخع حُخخص.

 

 ● Increase investment in cyber security as a 

necessity to protect the nation including 

technology modernisation across government. 

ص٣خدس حلاعظؼٔخس ك٢ حلأٖٓ حُغ٤زشح٢ٗ رٔخ ٣ؼٖٔ  ● 

كٔخ٣ش حُٔظخُق حُٞؽ٤٘ش رٔخ ك٢ رُي طلذ٣غ 

 حُظٌُ٘ٞٞؿ٤خ ك٢ حُوطخع حُل٢ٌٓٞ.

 

 ● Realise the benefits and continue to grow and 

share the protection afforded by the existing 

Governmental and the Defence and Security 

Computer Emergency Response Teams 

(JoCERT and JAFCERT). 

طلو٤ن حُلٞحثذ ٝٓظخرؼش حُظط٣ٞش ٝحُظشخسى ك٢  ● 

حُلٔخ٣ش حُظ٢ طوُذٜٓخ حُلشم حُل٤ٌٓٞش ٝكشم 

لٞحدع لاعظـخرش ُححُٔئعغخص حُذكخػ٤ش ٝكشم 

حُلخ٤ُش حُظخرؼش ُِـٜخص حُل٤ٌٓٞش  حلأٖٓ حُغ٤زشح٢ٗ

 (.JoCERT, JAFCERT)ٝحلأؿٜضس حلأ٤٘ٓش )

 

 ● Create a robust set of key performance 

indicators and metrics and establish regular 

and routine reviews of progress in delivering 

the strategy. 

ٝػغ ٓـٔٞػش شخِٓش ٖٓ ٓئششحص حلأدحء  ● 

حُشث٤غ٤ش ٝحُٔوخ٤٣ظ ٝاؿشحء ٓشحؿؼخص دٝس٣ش 

 ُٔ لشص ك٢ طلو٤ن أٛذحف ٝٓ٘ظظٔش ُِظوذّ حُ

 حلاعظشحط٤ـ٤ش.

 

 ● Publish a roadmap that shows how the 

National CyberSecurity Capabilities will be 

grown in accordance with other e- initiatives, 

National Skills and international relationships. 

اطذحس خخسؽش ؽش٣ن ُظز٤ٖ أعِٞد ط٤ٔ٘ش  ● 

ٝطط٣ٞش حلإٌٓخ٤ٗخص حُٞؽ٤٘ش ك٢ ٓـخٍ حلأٖٓ 

ُِٔزخدسحص حلإٌُظش٤ٗٝش حلأخشٟ حُغ٤زشح٢ٗ ٝكوخ  

 ٝحُٜٔخسحص حُٞؽ٤٘ش ٝحُؼلاهخص حُذ٤ُٝش.

 

8.2 Measuring Success in Delivering the 

CyberSecurity Strategy 

The disparate definitions of “security incidents,” 

numbers of “vulnerabilities,” “threats” or even 

what‟s included under “cybersecurity,” make the 

metrics for measuring success in delivering the 

cyber security strategy very hard. 

لُبط ِذي إٌجبح فٍ رذمُك الأهذاف الاعزشارُجُخ  

 اٌىطُٕخ ٌلأِٓ اٌغُجشأٍ

"حُلٞحدع حلأ٤٘ٓش"  حُظلخٝص ٝحُظزخ٣ٖ ك٢ طؼش٣قإ 

ٝػذد "حُؼـشحص" ٝ"حُظٜذ٣ذحص" رَ ٝكظ٠ ٓخ ٣٘ذسؽ 

طلض "حلأٖٓ حُغ٤زشح٢ٗ" ٣ـؼَ ٖٓ ٝػغ ٓؼخ٤٣ش ُو٤خط 

حُ٘ـخف ك٢ اكشحص حُظوذّ ٗلٞ اٗـخص ٛزٙ حلاعظشحط٤ـ٤ش 

 أٓشح  ك٢ ؿخ٣ش حُظؼٞرش.

8.2 

 This strategy has been founded upon a rigorous 

and comprehensive set of metrics and key 

performance indicators against which progress 

towards the outcomes we need to achieve will be 

measured. As well as being a major deliverable 

under the Strategy in its own right, the National 

CyberSecurity Commission will play a crucial 

role in enabling Government, industry and 

society to deliver all these strategic outcomes 

within this strategy and the monitoring and 

measurement of success. 

ُزُي كوذ طْ اػذحد ٛزٙ حلاعظشحط٤ـ٤ش ر٘خء  ػ٠ِ ٓـٔٞػش  

شث٤غ٤ش ٓلذدس ٝشخِٓش ٖٓ حُٔوخ٤٣ظ ٝٓئششحص حلأدحء حُ

حُظ٢ عظغُظخذّ ُو٤خط حُظوذّ حُٔلشص ك٢ عز٤َ طلو٤ن 

ح٤ُٜجش حُٞؽ٤٘ش ُلأٖٓ حُ٘ظخثؾ حُٔشؿٞس. ٝعظِؼذ 

)حُظ٢ طؼذ رلذ رحطٜخ ٝحكذح  ٖٓ أْٛ ٓخشؿخص  حُغ٤زشح٢ٗ

ك٢ ط٤ٌٖٔ حُلٌٞٓش ٝحُوطخع  حلاعظشحط٤ـ٤ش( دٝسح  أعخع٤خ  

ٝحُٔـظٔغ ٖٓ طلو٤ن ٛزٙ حُ٘ظخثؾ حلاعظشحط٤ـ٤ش ػٖٔ 

 .لاعظشحط٤ـ٤ش ٝٓشحهزش ٝه٤خط ٓذٟ ٗـخكٜخٛزٙ ح
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9 Conclusions  9 الاعزٕزبجبد 

 
The Jordan Government appreciates the huge 

benefits offered by information technology and 

the online world. This National CyberSecurity 

Strategy 2018-2023 is presented as a result of the 

Government‟s review of the current threats and 

challenges for information security. 

 

Considerable strides have been made since 2012 

to mature approaches and implement systematic 

policy and procedures consistent with 

international standards that deal effectively with 

the threats emanating from cyberspace. Risk-

understanding is being addressed at the national 

level to protect Government and Critical 

Infrastructure. 

طوذس حُلٌٞٓش حُٔ٘خكغ حٌُزشٟ حُظ٢ طلووٜخ طو٤٘خص  

حف حُٔؼِٞٓخص ٝػخُْ حلإٗظشٗض، ٝػ٤ِٚ كوذ طْ حهظش

( رؼذ 2122-2108حلاعظشحط٤ـ٤ش حُٞؽ٤٘ش ُلأٖٓ حُغ٤زشح٢ٗ )

ٓشحؿؼش حُلٌٞٓش ُِظٜذ٣ذحص ٝحُظلذ٣خص حُلخ٤ُش حُظ٢ طٞحؿٚ 

 أٖٓ حُٔؼِٞٓخص.

، طْ حطخخر خطٞحص كو٤و٤ش ِٝٓٔٞعش 2102ٓ٘ز حُؼخّ 

ُِٞطٍٞ ا٠ُ ٜٓ٘ـ٤خص ٓظٌخِٓش، ًٔخ ٝطْ ط٘ل٤ز ع٤خعخص 

حُذ٤ُٝش حُظ٢ طظؼخَٓ ٝاؿشحءحص ٓ٘ظظٔش ٝٓظغوش ٓغ حُٔؼخ٤٣ش 

رلؼخ٤ُش ٓغ حُظٜذ٣ذحص حُظ٢ ط٘شؤ ػٖ حُلؼخء حُغ٤زشح٢ٗ، 

٣ٝـش١ ًزُي طلذ٣ذ ٝكْٜ حُٔخخؽش ٝحُظٜذ٣ذحص ٝؽشم 

حُظؼخَٓ ٓؼٜخ ػ٠ِ حُٔغظٟٞ حُٞؽ٢٘ ٖٓ أؿَ كٔخ٣ش 

 حُٔئعغخص حُل٤ٌٓٞش ٝحُز٤٘ش حُظلظ٤ش حُٞؽ٤٘ش حُلغخعش.

 

 The National CyberSecurity Strategy for 2023 

presents the National Strategic Objectives, the 

National CyberSecurity Priorities.  

An implementation road map is now required to 

ensure and maintain a resilient and trusted cyber 

space environment that supports National 

Security, enhances the economy, and builds 

awareness and trust of citizens The six major 

National Information Security Priorities 

collectively contribute to achieving the National 

Strategic Objectives and help to prevent, deter, 

and protect National Infrastructures against 

damage or attacks whilst minimizing damage and 

recovery time from attacks that do occur. 

طلذد ٛزٙ حلاعظشحط٤ـ٤ش حلأٛذحف حلاعظشحط٤ـ٤ش حُٞؽ٤٘ش ٝ  

 حلأ٣ُٞٝخص حُلاصٓش ُلأٖٓ حُغ٤زشح٢ٗ حُٞؽ٢٘. 

٤ز٣ش ططِذ ٛزٙ حلاعظشحط٤ـ٤ش اػذحد خخسؽش ؽش٣ن ط٘ل

طؼٖٔ ٝؿٞد ر٤جش كؼخء ع٤زشح٢ٗ ٓٞػٞهش ػخ٤ُش حلاعظـخرش، 

طذػْ حلأٖٓ حُٞؽ٢٘ ٝطؼضص حلاهظظخد ٝطشكغ حُٞػ٢ 

ٝٓغظٟٞ حُؼوش ُذٟ حُٔٞحؽ٤ٖ٘، ٝطغْٜ حلأ٣ُٞٝخص حُشث٤غ٤ش 

لأٖٓ حُٔؼِٞٓخص ٓـظٔؼش ك٢ طلو٤ن   حُٞؽ٤٘ش حُغض

حلأٛذحف حلاعظشحط٤ـ٤ش حُٞؽ٤٘ش ًٝزُي ك٢ ٓ٘غ ٝطخل٤ق 

أٝ حُٜـٔخص حُظ٢ طغظٜذف حُز٠٘ حُظلظ٤ش حُٞؽ٤٘ش  حلأػشحس

حُلغخعش ٝكٔخ٣ظٜخ ٓغ طو٤َِ حُضٖٓ حُلاصّ ُِظؼخك٢ ٖٓ 

 حُٜـٔخص ٝحلأػشحس حُ٘خؿٔش ػٜ٘خ ك٢ كخٍ ٝهٞػٜخ.

 

 For implementation purposes, the National 

CyberSecurity Strategy reiterates the need to 

establish a well-defined national organisation that 

oversees the efforts required to implement the 

National CyberSecurity Strategy and its related 

projects. 

ُـخ٣خص حُظ٘ل٤ز؛ طئًذ حلاعظشحط٤ـ٤ش ػ٠ِ حُلخؿش لإٗشخء ٤ٛجش  

ٝؽ٤٘ش طششف ػ٠ِ حُـٜٞد حُٔطِٞرش ُظ٘ل٤ز ٛزٙ 

 حُٔشطزطش رٜخحلاعظشحط٤ـ٤ش ٝحُٔشخس٣غ 
 

 It cannot be underestimated how important the 

National CyberSecurity Strategy is to the future of 

Jordan and how it under-pins and safeguards the 

activities of Government and non-governmental 

organisations, their approach to information 

assurance and all cyber security related issues. 

لا ٣ٌٖٔ اؿلخٍ أ٤ٔٛش حُذٝس حُز١ عظِؼزٚ ٛزٙ حلاعظشحط٤ـ٤ش  

ك٢ سعْ ٓغظوزَ حلأسدٕ ٝطؼض٣ض ٝكٔخ٣ش أٗشطش 

ٝٓٔخسعخص حُٔئعغخص حُل٤ٌٓٞش ٝؿ٤ش حُل٤ٌٓٞش 

ٝحُٜٔ٘ـ٤ش حُٔظزؼش ك٢ ػٔخٕ أٖٓ حُٔؼِٞٓخص ٝؿ٤ٔغ 

 حُغ٤زشح٢ٗ. حُٔغخثَ حُٔظؼِوش رخلأٖٓ
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 Annex A – Glossary of Terms and Acronyms الاخزصبساد لبِىط اٌّصطٍذبد  –اٌٍّذك أ 

 Meaning / Definition Term اٌّؼًٕ / اٌزؼشَف اٌّصطٍخ

اٌذفبع اٌغُجشأٍ 

 اٌفؼبي

ٓزذأ ط٘ل٤ز حُظذحر٤ش حلأ٤٘ٓش ػ٠ِ ٓغظ٣ٞخص ٖٓ 

أؿَ طؼض٣ض أٖٓ حُشزٌش أٝ حُ٘ظخّ ٝؿؼِٚ 

 .٤٘ٓؼخ  ػذ حُٜـٔخص

The principle of implementing 

layered security measures to 

strengthen the security of a 

network or system to make it 

more robust against attack. 

Active Cyber 

Defence (ACD) 

سوثىربد اٌىَت 

اٌّصٕؼخ ثبٌزوبء 

 الاصطٕبػٍ

ف حُلاػزٕٞ حُزشحٓؾ ػ٠ِ أٜٗخ شخظ٤خص  ٣ؼُشٍّ

حُزًخء حلاطط٘خػ٢ ك٢ حُِؼزش ر٤٘ٔخ طؼظزش 

شزٌخص حُزشحٓؾ ٓـٔٞػخص ٖٓ حُلٞحع٤ذ 

حُٔغشٝهش، ٣غظخذٜٓخ حُٔـشٕٓٞ حُغ٤زشح٤ٕٗٞ 

ـخ٣خص ػذس ٜٓ٘خ اسعخٍ ٓلا٤٣ٖ سعخثَ ُ

حُزش٣ذ حلإٌُظش٤ٗٝش حُٔئر٣ش أٝ كظ٠ طؼط٤َ 

 حُٔٞحهغ حلإٌُظش٤ٗٝش.

Gamers understand bots as AI 

characters in a game, while 

botnets are groups of hijacked 

computers which cyber criminals 

use for various tasks such as 

sending out millions of spam 

emails or even to attack and 

attempt to take down websites. 

AI (Artificial 

Intelligence) 

Bots 

 اٌجُبٔبد اٌضخّخ

ٓـٔٞػخص حُز٤خٗخص حٌُز٤شس ؿذح  ا٠ُ حُلذ 

حُز١ ٣غظل٤َ ٓؼٚ ٓؼخُـظٜخ ٝادحسطٜخ ٖٓ 

خلاٍ أدٝحص حُزشٓـ٤خص حُٔظخكش ػخدس رشٌَ 

حػظ٤خد١، رل٤غ طظطِذ آٌخ٤ٗخص ٓؼخُـش 

ٓظخظظش ُـخ٣خص ادحسس أكـخٜٓخ ٝط٤ٌٖٔ 

 طؼذد حُٔظخدس ٝطلو٤ن حُغشػش ك٢ حُظغ٤ِْ.

Data sets which are too big to 

process and manage with 

commodity software tools in a 

timely way, and require bespoke 

processing capabilities to manage 

their volumes, speed of delivery 

and multiplicity of sources. 

Big data 

 أعبٌُت اٌزذىُ

رٔٞؿزٜخ طو٤ُْ حُٔئعغخص حلأعخ٤ُذ حُظ٢ 

حُخغخثش حُٔلظِٔش ٖٝٓ ػْ طظخز اؿشحء  ُظ٘ل٤ز 

حُظذحر٤ش حُٔظٔٔش آخ ُظو٤َِ طِي حُظٜذ٣ذحص 

 ـؤٝ اصحُظٜخ.

Controls are the method by which 

organisations evaluate potential 

losses and then take action to 

implement measures designed to 

either reduce or eliminate such 

threats. 

Controls 

 الأصىي اٌذغبعخ

حلأطٍٞ حُظ٢ ٣ظشطذ ػ٠ِ طؼطِٜخ ػٞحهذ 

ٝخ٤ٔش، ٝطٌٕٞ ٛزٙ حلأطٍٞ ؿخُزخ  ؿضءح  ٖٓ 

ػ٠ِ عز٤َ -شزٌش ٣ئد١ طٞهلٜخ ػٖ حُؼَٔ 

 ا٠ُ طؼط٤َ أدحء حُشزٌش رؤًِٜٔخ. -حُٔؼخٍ

Critical assets are those assets 

with a high consequence of 

failure. They are often found as 

part of a network in which, for 

example, their failure would 

compromise the performance of 

the entire network. 

Critical Assets 

 اٌهجّبد اٌغُجشأُخ

حلاعظـلاٍ حُٔظؼٔذ لأٗظٔش حُلخعٞد 

حُؼخُْ حُشه٢ٔ ٝحُٔئعغخص حُظ٢ طؼظٔذ ػ٠ِ 

 ٝحُشزٌخص ٖٓ أؿَ اُلخم حُؼشس.

Deliberate exploitation of 

computer systems, digitally- 

dependent enterprises and 

networks to cause harm. 

Cyber attack 

 اٌجشَّخ اٌغُجشأُخ

حُـشحثْ حُظ٢ طؼظٔذ ػ٠ِ حُلؼخء حُغ٤زشح٢ٗ 

خلاٍ  )حُـشحثْ حُظ٢ ٣ٌٖٔ حسطٌخرٜخ كوؾ ٖٓ

حعظخذحّ أؿٜضس حلاطظخلاص ٝطٌُ٘ٞٞؿ٤خ 

حُٔؼِٞٓخص؛ ك٤غ طٌٕٞ حلأؿٜضس ٢ٛ أدحس 

حسطٌخد حُـش٣ٔش ٝحُٜذف ٜٓ٘خ(، أٝ حُـشحثْ 

ٌّٖ حُلؼخء حُغ٤زشح٢ٗ ٖٓ حسطٌخرٜخ  حُظ٢ ٣ٔ

)٢ٛٝ حُـشحثْ حُظ٢ ٣ٌٖٔ حسطٌخرٜخ دٕٝ 

حعظخذحّ أؿٜضس حلاطظخلاص ٝطٌُ٘ٞٞؿ٤خ 

ٌُٜٝ٘خ طظـ٤ش حُٔؼِٞٓخص ًخلاكظ٤خٍ حُٔخ٢ُ، 

رشٌَ ًز٤ش ٖٓ ك٤غ حُ٘طخم ٝكـْ حُٞطٍٞ 

ػ٘ذ حعظخذحّ أؿٜضس حلاطظخلاص ٝطٌُ٘ٞٞؿ٤خ 

 .حُٔؼِٞٓخص(

Cyber-dependent crime (crimes 

that can only be committed 

through the use of ICT devices, 

where the devices are both the 

tool for committing the crime and 

the target of the crime); or cyber–

enabled crime (crimes that may 

be committed without ICT 

devices, like financial fraud, but 

are changed significantly by use 

of ICT in terms of scale and 

reach). 

Cyber crime 

عىق اٌجشائُ 

 اٌغُجشأُخ

حُظ٢ طذػْ ٓـٔٞػش حُٔ٘ظـخص ٝحُخذٓخص 

 .حُ٘ظخّ حُز٤ج٢ ُِـشحثْ حُغ٤زشح٤ٗش

The totality of products and 

services that support the cyber-

crime ecosystem. 

Cyber Crime 

marketplace 
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 اٌذىادس اٌغُجشأُخ

حُلخدػش حُظ٢ طشٌَ خطشح  كؼ٤ِخ  أٝ ٓلظٔلا  

ػ٠ِ حُلخعٞد أٝ حلأؿٜضس حُٔظظِش 

حُشزٌخص أٝ حُز٤خٗخص حُظ٢ طٔض رخلإٗظشٗض أٝ 

ٓؼخُـظٜخ أٝ طخض٣ٜ٘خ أٝ ٗوِٜخ ػ٠ِ طِي 

حلأٗظٔش ٝحُظ٢ هذ طظطِذ خطش حعظـخرش 

 ُِظخل٤ق ٖٓ حُؼٞحهذ أٝ ح٥ػخس.

An occurrence that actually or 

potentially poses a threat to a 

computer, internet-connected 

device, or network – or data 

processed, stored, or transmitted 

on those systems – which may 

require a response action to 

mitigate the consequences. 

Cyber incident 

 اٌّشؤخ اٌغُجشأُخ

حُوذسس حلإؿٔخ٤ُش ُلأٗظٔش ٝحُٔئعغخص ػ٠ِ 

حُظؼخَٓ ٓغ حلأكذحع حُغ٤زشح٤ٗش ٝحُظؼخك٢ ٖٓ 

 أػشحسٛخ ارح ٝهؼض.

The overall ability of systems and 

organisations to withstand cyber 

events and, where harm is caused, 

recover from them. 

Cyber 

resilience 

 الأِٓ اٌغُجشأٍ 

كٔخ٣ش ر٤جش حُلؼخء حُغ٤زشح٢ٗ )حُظ٢ طظٌٕٞ 

ٖٓ حلأؿٜضس ٝحُزشٓـ٤خص ٝحُز٠٘ حُظلظ٤ش 

حُز٤خٗخص حُٔٞؿٞدس ك٤ٜخ حُٔشطزطش رٜخ( ًٝخكش 

ٝحُخذٓخص حُظ٢ طوذٜٓخ ٖٓ حُٞطٍٞ ا٤ُٜخ 

رشٌَ ؿ٤ش هخ٢ٗٞٗ، أٝ ٖٓ عٞء حلاعظخذحّ أٝ 

حُؼشس، عٞحء ُؼشس حُٔظؼٔذ حُز١ ٣غززٚ 

ٓشـَ حُ٘ظخّ، أٝ حُؼشس حُلخطَ رطش٣ن 

حُخطؤ ٗظ٤ـش ػذّ حطزخع حلإؿشحءحص حلأ٤٘ٓش أٝ 

ر٘ظ٤ـش حُظؼشع ُِخذحع روظذ حُظغزذ 

 ٔزًٞس.رخُؼشس حُ

The protection of connected 

systems (to include hardware, 

software and associated 

infrastructure), the data on them, 

and the services they provide, 

from unauthorised access, harm 

or misuse. This includes harm 

caused intentionally by the 

operator of the system, or 

accidentally, as a result of failing 

to follow security procedures or 

being manipulated into doing so. 

Cyber security 

 اٌزهذَذ اٌغُجشأٍ 

أ١ ش٢ء ٣ٌٔ٘ٚ حُظؤػ٤ش ػ٠ِ حلأٖٓ أٝ حُظغزذ 

رخُؼشس لأٗظٔش حُٔؼِٞٓخص ٝحلأؿٜضس 

حلأؿٜضس  حُٔظظِش رخلإٗظشٗض )ٝحُظ٢ طشَٔ

ٝحُزشٓـ٤خص ٝحُز٤٘ش حُظلظ٤ش حُٔظظِش( 

ٝحُز٤خٗخص حُٔٞؿٞدس ػ٤ِٜخ ٝحُخذٓخص حُظ٢ 

طوذٜٓخ، ٝرشٌَ أعخع٢ ػٖ ؽش٣ن ٝعخثَ 

 .ع٤زشح٤ٗش

Anything capable of 

compromising the security of, or 

causing harm to, information 

systems and internet connected 

devices (to include hardware, 

software and associated 

infrastructure), the data on them 

and the services they provide, 

primarily by cyber means. 

Cyber threat 

 اٌفضبء اٌغُجشأٍ 

شزٌش ػخ٤ُٔش ٓظشحرطش ٌٓٞٗش ٖٓ حُز٠٘ 

حُظلظ٤ش ُظٌُ٘ٞٞؿ٤خ حُٔؼِٞٓخص ٝحُظ٢ طشظَٔ 

ٝشزٌخص حلاطظخلاص ٝأٗظٔش ػ٠ِ حلإٗظشٗض 

حُلٞحع٤ذ ٝحلأدٝحص حُٔظظِش رخلإٗظشٗض 

ٝحُٔؼخُـخص حُٔذٓـش )حُٔؼٔ٘ش( ٝأٗظٔش 

 حُظلٌْ.

The interdependent network of 

information technology 

infrastructures that includes the 

Internet, telecommunications 

networks, computer systems, 

internet connected devices and 

embedded processors and 

controllers.  

Cyberspace 

 اٌزجبسح الإٌىزشؤُخ
حُظـخسس حُظ٢ طظْ ػزش حلإٗظشٗض أٝ حُظ٢ طغَٜ 

 .حلإٗظشٗض ٓضحُٝظٜخ

Trade conducted or facilitated by 

the Internet. 

e-commerce or 

electronic 

commerce 

 ئداسح اٌذىادس

ادحسس ٝط٘غ٤ن أٗشطش حُظلش١ ٝٓؼخُـش ٝهٞع 

أٝ حكظٔخٍ ٝهٞع كخدػش ع٤زشح٤ٗش عِز٤ش حلأػش 

٣ٌٖٔ إٔ طئػش ػ٠ِ ٗظخّ أٝ شزٌش أٝ طغزذ 

 .ُٜٔخ حُؼشس

The management and 

coordination of activities to 

investigate, and remediate, an 

actual or potential occurrence of 

an adverse cyber event that may 

compromise or cause harm to a 

system or network. 

Incident 

management 

 الاعزجبثخ ٌٍذىادس

حلأٗشطش حُظ٢ طظ٘خٍٝ حُظؤػ٤شحص حُٔزخششس 

ُِلخدػش ٝدػْ حُظؼخك٢ ٜٓ٘خ ػ٠ِ حُٔذٟ 

 حُوظ٤ش.

The activities that address the 

short-term, direct effects of an 

incident, and may also support 

Incident 

response 
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short-term recovery. 

أٔظّخ اٌزذىُ 

   اٌصٕبػُخ

ٗظخّ ٓؼِٞٓخص ٣غظخذّ ُِظلٌْ رخُؼ٤ِٔخص 

حُظ٘خػ٤ش ٓؼَ حُظظ٤٘غ ٝحُظؼخَٓ ٓغ حُٔ٘ظؾ 

ٝحلإٗظخؽ ٝحُظٞص٣غ أٝ ُِظلٌْ رؤطٍٞ حُز٤٘ش 

 حُظلظ٤ش 

An information system used to 

control industrial processes, such 

as manufacturing, product 

handling, production and 

distribution, or to control 

infrastructure assets. 

Industrial 

Control System 

(ICS) 

الإٔزشٔذ اٌصٕبػٍ 

   ٌلأشُبء

حعظخذحّ طٌُ٘ٞٞؿ٤خص اٗظشٗض حلأش٤خء ك٢ 

 .حُٔـخٍ حُظ٘خػ٢

The use of Internet of Things 

technologies in manufacturing 

and industry. 

Industrial 

Internet of 

Things (IIoT) 

 أِٓ اٌّؼٍىِبد

ٓٔخسعخص كٔخ٣ش حُٔؼِٞٓخص ٖٓ حُذخٍٞ 

ٝحلاعظخذحّ ٝحلإكظخف ٝحُ٘شش ٝحُظؼذ٣َ 

ٝحُظللض ٝحُظلون ٝحُظغـ٤َ أٝ حلإطلاف 

ٓظطِق  أٖٓ حُٔؼِٞٓخص ٛٞ .ؿ٤ش حُٔشخض

ػخّ ٣ٌٖٔ حعظخذحٓٚ رظشف حُ٘ظش ػٖ شٌَ 

حُز٤خٗخص عٞحء ًخٗض ِٓٔٞعش أٝ اٌُظش٤ٗٝش أٝ 

 .ؿ٤شٛخ

Information Security (InfoSec) is 

the practice of defending 

information from unauthorised 

access, use, disclosure, disruption, 

modification, perusal, inspection, 

recording, or destruction. 

Information Security is a general 

term that can be used regardless 

of the form that the data may take 

(e.g. electronic, physical, etc.) 

Information 

Security 

 اٌّطٍؼىْ اٌذاخٍُىْ 

حُشخض حُز١ ٣خٍُٞ رخُذخٍٞ ا٠ُ أٗظٔش 

ٝحُز٤خٗخص حُخخطش رٔئعغش حُٔؼِٞٓخص 

 .٣ٝشٌَ طٜذ٣ذح  ع٤زشح٤ٗخ  ٓوظٞدح  أٝ ػشػ٤خ  

Someone who has trusted access 

to the data and information 

systems of an organisation and 

poses an intentional, accidental or 

unconscious cyber threat. 

Insiders 

 اٌغلاِخ

حُٔؼِٞٓخص ُْ طظؼشع خخط٤ش طذٍ ػ٠ِ إٔ 

ُِظـ٤٤ش ػشػ٤خ  أٝ رشٌَ ٓوظٞد ٢ٛٝ ًخِٓش 

 ٝطل٤لش

The property that information has 

not been changed accidentally, or 

deliberately, and is accurate and 

complete. 

Integrity 

 الإٔزشٔذ

شزٌش كخعٞد ػخ٤ُٔش طوذّ ٓؼِٞٓخص ٓظ٘ٞػش 

طظٌٕٞ ٖٓ شزٌخص ٝطغ٤ٜلاص حطظخٍ، ٢ٛٝ 

ٓظظِش رخعظخذحّ رشطًٞٞلاص حلاطظخٍ 

 حُو٤خع٤ش

A global computer network, 

providing a variety of information 

and communication facilities, 

consisting of interconnected 

networks using standardised 

communication protocols. 

Internet 

 ئٔزشٔذ الأشُبء

ٓـٔٞع حلأؿٜضس ٝحُٔشًزخص ٝحُٔزخ٢ٗ 

ٝؿ٤شٛخ ٖٓ حلأش٤خء حُظ٢ طلظ١ٞ ػ٠ِ 

اٌُظش٤ٗٝخص ٝرشٓـ٤خص ٝٓغظشؼشحص 

طظٞحطَ ٝطؼَٔ ػ٠ِ طزخدٍ حُز٤خٗخص ػزش 

 .حلإٗظشٗض

The totality of devices, vehicles, 

buildings and other items 

embedded with electronics, 

software and sensors that 

communicate and exchange data 

over the Internet. 

Internet of 

Things 

 شجىخ اٌذبعىة

ٓـٔٞػش ٖٓ حُلٞحع٤ذ حُٔغظؼ٤لش 

ٝحُشزٌخص حُذحخ٤ِش أٝ حُلشػ٤ش ٝحُظ٢ ٣ٌٖٔ 

 .ٖٓ خلاُٜخ طزخدٍ حُز٤خٗخص

A collection of host computers, 

together with the sub- network or 

inter-network, through which they 

can exchange data. 

Network 

(computer) 

 اٌهجىَ اٌغُجشأٍ 

حعظخذحّ حلإٌٓخٗخص حُغ٤زشح٤ٗش لإػخهش أٝ طو٤َِ 

أٝ كـذ ًلخءس شزٌخص حُلخعٞد ٝحلأؿٜضس 

 حُٔظظِش رخلإٗظشٗض أٝ طذ٤ٓشٛخ.

The uses of cyber capabilities to 

disrupt, deny, degrade or destroy 

computers networks and internet 

connected devices. 

Offensive cyber 

 اٌزصُذّ

حعظخذحّ سعخثَ حُزش٣ذ حلإٌُظش٢ٗٝ حُظ٢ طزذٝ 

رؤٜٗخ طخدسس ػٖ ٓظذس ٓٞػٞم ُظؼ٤َِ 

حُٔشعَ ا٤ُْٜ ٝدكؼْٜ ُِ٘وش ػ٠ِ حُشٝحرؾ أٝ 

حُٔشكوخص حُخز٤ؼش حُٔظؼٔ٘ش ُزشٓـ٤خص 

ُٔشخسًش حُٔؼِٞٓخص حُلغخعش ٓغ ػخسس، أٝ 

The use of emails that appear to 

originate from a trusted source, to 

deceive recipients into clicking on 

malicious links or attachments 

that are weaponised with 

Phishing 
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 malware, or share sensitive . ؽشف ػخُغ ٓـٍٜٞ

information, with an unknown 

third party. 

  ثشِجُبد اٌفذَخ

رشٓـ٤خص خز٤ؼش طٔ٘غ حُٔغظخذّ ٖٓ حُذخٍٞ 

ا٠ُ ِٓلخطٚ أٝ كخعٞرٚ أٝ ؿٜخصٙ ُل٤ٖ دكغ 

 كذ٣ش

Malicious software that denies the 

user access to their files, 

computer or device until a ransom 

is paid. 

Ransomware 

 الاعزطلاع

ٓشكِش ٖٓ حُٜـّٞ ٣وّٞ ك٤ٜخ حُٜٔخؿْ رـٔغ 

حُٔؼِٞٓخص ػٖ حُشزٌخص ٝٓغلٜخ ُِظٞطَ 

ا٠ُ ٗوخؽ حُؼؼق حُوخرِش ُلاعظـلاٍ ك٤ٜخ 

 ُـخ٣خص ٜٓخؿٔظٜخ.

The phase of an attack where an 

attacker gathers information on 

and maps networks, as well as 

probing them for exploitable 

vulnerabilities in order to hack 

them. 

Reconnaissance 

 اٌخطش

حكظٔخ٤ُش ه٤خّ طٜذ٣ذ ع٤زشح٢ٗ ٓلذد رخعظـلاٍ 

ٗوخؽ حُؼؼق ك٢ ٗظخّ ٓؼِٞٓخص ٝاُلخم 

 .حُؼشس

The potential that a given cyber 

threat will exploit the 

vulnerabilities of an information 

system and cause harm. 

Risk 

هبوش إٌصىص 

 اٌجبهضح )ِجزذئ(

شخض ٣ظٔظغ روذس ٖٓ حُٜٔخسحص ٣ٝغظخذّ 

ٗظٞطخ  أٝ رشحٓؾ ؿخٛضس ٣ٌٖٔ حُؼؼٞس 

ػ٤ِٜخ ػ٠ِ حلإٗظشٗض ُشٖ حُٜـٔخص 

 .حُغ٤زشح٤ٗش ٓؼَ ٛـٔخص حُشزٌش

A less skilled individual who uses 

ready-made scripts, or programs, 

that can be found on the Internet 

to conduct cyberattacks, such as 

web defacements. 

Script kiddie 

 اٌهٕذعخ الاجزّبػُخ

 حُطشم حُظ٢ ٣غظخذٜٓخ حُٜٔخؿٕٔٞ ُخذحع

حُؼلخ٣خ ٝكِْٜٔ ػ٠ِ ُِو٤خّ رلؼَ ٓخ أٝ 

حُلظٍٞ ػ٠ِ ٓؼِٞٓخص عش٣ش، ٝػخدس ٓخ 

طشَٔ طِي حلأػٔخٍ كظق طللش اٗظشٗض خز٤ؼش 

 ُِٔق ؿ٤ش ٓشؿٞد.أٝ طشـ٤َ ٓشكن 

The methods attackers use to 

deceive and manipulate victims 

into performing an action or 

divulging confidential 

information. Typically, such 

actions include opening a 

malicious webpage, or running an 

unwanted file attachment. 

Social 

engineering 

  اٌزصُذ الادزُبٌٍ

ٛـّٞ ع٤زشح٢ٗ ٣ظٔؼَ ربسعخٍ سعخثَ رش٣ذ 

اٌُظش٢ٗٝ روظذ حُٞطٍٞ رشٌَ ؿ٤ش هخ٢ٗٞٗ 

ا٠ُ ٓؼِٞٓخص كغخعش ٖٓ خلاٍ حعظٜذحف 

أكشحد أٝ ٓئعغخص ٓلذدس. ؿخُزخ  ٓخ ٣ُشخس ا٠ُ 

ا٠ُ ؿخٗذ ٓٞؿ٢ٜ حُٜـٔخص  -ٛزح حُؼَٔ

 رٔظطِق حُٜ٘ذعش حلاؿظٔخػ٤ش -ح٥خش٣ٖ

Spear phishing is a cyber-attack 

that spoofs emails to gain 

unauthorised access to sensitive 

information by targeting specific 

individuals or organisations. This 

practice is often referenced 

alongside other attack vectors as 

social engineering. 

Spear phishing 

  جهبد اٌزهذَذ

ٓـٔٞػش أٝ ٓ٘ظٔش طؼظزش ٓؼخد٣ش ُٔظخُق 

حُلٌٞٓش حلأسد٤ٗش، ٣ٝظُ٘ق ٓٔؼِٞ حُظٜذ٣ذ 

 ٝكوخ  ُِ٘ٞح٣خ ٝحٌُلخءس ٝطٌشحس حُٜـٔخص.

A Threat Agent is a group or 

named organisation that is judged 

to be hostile to Jordanian 

Government interests. Threat 

agents are quantified and profiled 

by intent, capability and 

perseverance. 

Threat Agent 

  ِىجّه اٌزهذَذ

ؽش٣وش ٣ٌٖٔ إٔ ٣غظخذٜٓخ ٓٔؼَ حُظٜذ٣ذ 

ُٜٔخؿٔش ٓئعغش. ٣ٌٝٔ٘ٚ ًزُي حعظـلاٍ 

ٗوخؽ حُؼؼق حُٔظؼذدس حُٔخد٣ش ٝحُٔ٘طو٤ش ُشٖ 

 .حُٜـّٞ

A Threat Vector is a method that 

may be used by threat agents to 

attack the organisation. A threat 

vector may exploit multiple 

vulnerabilities, both physical and 

logical, in order to leverage an 

attack. 

Threat Vector 

 اٌّغزخذَ
حُشخض أٝ حُٔئعغش أٝ حُٔ٘شؤس أٝ حُؼ٤ِٔش 

رخُذخٍٞ ا٠ُ حُ٘ظخّ حلأٝطٞٓخط٤ٌ٤ش حُظ٢ طوّٞ 

A person, organisation entity, or 

automated process, that accesses a 
User 
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 system, whether authorised to, or عٞحء ًخٕ رشٌَ ٓشخض أٝ ؿ٤ش ٓشخض.

not. 

 .كخُش حلاٌٗشخف أٝ حُوخر٤ِش ُِظؼشع ُِٜـّٞ اٌثغشاد

Vulnerability is the state of being 

vulnerable, exposed, or 

susceptible to attack. 
Vulnerability 

  هجّبد اٌثمىة

ٛـٔخص ٣غؼ٠ ك٤ٜخ حُٜٔخؿٕٔٞ ا٠ُ حُظؤػ٤ش 

ػ٠ِ ٓـٔٞػخص خخطش ٖٓ حُٔغظخذ٤ٖٓ ٖٓ 

خلاٍ حُظؤػ٤ش ػ٠ِ حُٔٞحهغ حلإٌُظش٤ٗٝش حُظ٢ 

٣ؼُشف إٔ أػؼخء طِي حُٔـٔٞػخص ٣ٌشسٕٝ 

رلٞحع٤ذ  ص٣خسطٜخ رٜذف حلإػشحس

حُٔغظخذ٤ٖٓ حُٔغظٜذكش، ٝرُي روظذ حُظٌٖٔ 

 ٖٓ حُذخٍٞ ا٠ُ حُشزٌش.

Water holing attacks are attacks 

in which attackers seek to 

compromise specific groups of 

users by infecting websites that 

members of the groups are known 

to visit with the goal is to infect 

the targeted  users‟ computers to 

gain access to the network 

Water holing 

  ادزُبي صُذ اٌذُزبْ

ٓلخُٝش ٓٞؿٜش طغظٜذف عشهش ٓؼِٞٓخص 

كغخعش ٖٓ ٓئعغش ٓخ، ٓؼَ حُٔؼِٞٓخص 

حُٔخ٤ُش أٝ طلخط٤َ حُٔٞظل٤ٖ حُشخظ٤ش ػٖ 

ُـخ٣خص خز٤ؼش ػخدس، ٣ٝغظٜذف حكظ٤خٍ ط٤ذ 

حلإدحسس حُظ٘ل٤ز٣ش حُؼ٤ِخ حُل٤ظخٕ رشٌَ خخص 

ك٢ حُٔئعغخص ٓؼَ حُشث٤ظ حُظ٘ل٤ز١ 

ٝحُٔغئٍٝ حُٔخ٢ُ أٝ ؿ٤شْٛ ٖٓ حُٔغئ٤ُٖٝ 

حُظ٘ل٤ز٤٣ٖ حُز٣ٖ ٣ٌْٜٔ٘ حُٞطٍٞ ا٠ُ حُز٤خٗخص 

ٝهذ أؽِن  ػ٤ِٜخ ٛزح حلاعْ ٗغزش ا٠ُ  .ًخِٓش

كـْ أٛذحف طِي حلأٗٞحع ٖٓ ٛـٔخص حُظظ٤ذّ 

ا٠ُ  ك٤غ طْ حعظخذحّ ًِٔش "حُل٤ظخٕ" رخُ٘ظش

كـْ طلاك٤خص حلأشخخص حُٔغظٜذك٤ٖ 

ٝآٌخ٤ٗخص حُٞطٍٞ حُظ٢ ٣ظٔظؼٕٞ رٜخ دحخَ 

حُٔئعغش، ٣ٌٕٝٞ حُٜذف ٖٓ ٛـّٞ ط٤ذ 

حُل٤ظخٕ ٛٞ خذحع حُٔغئ٤ُٖٝ حُظ٘ل٤ز٤٣ٖ 

ٌُِشق ػٖ حُز٤خٗخص حُشخظ٤ش أٝ ر٤خٗخص 

حُٔئعغخص، ٣ٝظْ حُٜـّٞ ػخدس ٖٓ خلاٍ 

حُخذحع ػزش حُزش٣ذ حلإٌُظش٢ٗٝ أٝ حُٔٞهغ 

 لإٌُظش٢ٗٝ ح

A whaling attack is a targeted 

attempt to steal sensitive 

information from a company such 

as financial information or 

personal details about employees, 

typically for malicious reasons. A 

whaling attack specifically targets 

senior management that hold 

power in companies, such as the 

CEO, CFO, or other executives 

who have complete access to 

sensitive data. Called “whaling” 

because of the size of the targets 

relative to those of typical 

phishing attacks, “whales” are 

carefully chosen because of their 

authority and access within the 

company. The goal of a whaling 

attack is to trick an executive into 

revealing personal or corporate 

data, often through email and 

website spoofing. 

Whaling 

 

 


